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AWS Solutions Architect Associate Master Cheat Sheet

Domain 1: Design Secure Architectures

1.1: Design secure access to AWS resources.
Applying AWS security best practices to IAM users and root users (for example, multi-factor
authentication [MFA])

e Root User: The AWS account's root user has complete, unrestricted access to all services and
resources in the account. It should be used only for initial setup tasks like creating the first
IAM user. After that, it should be locked away securely.

e |AM Users: IAM users represent individual people or applications that need access to AWS
resources. They should be used for day-to-day operations.

o Key Security Best Practices:

o Principle of Least Privilege: Grant only the permissions required to perform a
specific task. Avoid granting broad permissions like AdministratorAccess.

o Multi-Factor Authentication (MFA): Enable MFA for all users, especially the root
user. MFA adds an extra layer of security by requiring a second form of
authentication (e.g., a code from an authenticator app, a security key) in addition to
the user's password. This significantly reduces the risk of unauthorized access even if
credentials are compromised.

o Strong Passwords: Enforce strong password policies (minimum length, complexity
requirements, regular rotation).

o Regular Credential Rotation: Rotate access keys regularly for IAM users and avoid
embedding credentials directly in code. Use IAM roles for applications running on
EC2 instances.

o Monitor Activity: Use AWS CloudTrail to log API calls and monitor for suspicious
activity.

Designing a flexible authorization model that includes IAM users, groups, roles, and policies
IAM provides several mechanisms to manage permissions efficiently:

e IAM Users: As mentioned, these represent individual identities. Directly attaching policies to
users is possible but becomes difficult to manage at scale.

¢ |AM Groups: Groups are collections of IAM users. They simplify permission management by
allowing you to attach policies to the group rather than individual users. Any user in the
group inherits the group's permissions. This is a best practice for managing permissions for
multiple users with similar job functions.

¢ IAM Roles: Roles are designed for entities that need temporary access to AWS resources.
These entities can be:

o AWS Services (e.g., EC2 instances, Lambda functions): This is the preferred way for
applications running on AWS services to access other AWS resources. Instead of
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embedding credentials, the application assumes a role, which grants it temporary
credentials.

o Federated Users (e.g., users from corporate directories): Enables users from your
existing identity systems (like Active Directory) to access AWS resources without
needing separate IAM users.

o IAM Users in other AWS accounts (Cross-Account Access): Allows users in one AWS
account to access resources in another account.

e IAM Policies: Policies define permissions in JSON format. They specify:
o Actions: What actions are allowed (e.g., s3:GetObject, ec2:Runlinstances).

o Resources: Which resources the actions apply to (e.g., a specific S3 bucket, all EC2
instances).

o Effect: Whether the action is Allow or Deny.
o Types of Policies:

=  AWS Managed Policies: Predefined policies created and maintained by AWS.
They cover common use cases and are a good starting point.

= Customer Managed Policies: Policies that you create and manage within
your AWS account. They provide more granular control and are
recommended for specific requirements.

= Inline Policies: Policies directly embedded within an IAM user, group, or role.
They are tied to the entity and are deleted when the entity is deleted.
Generally, customer managed policies are preferred over inline policies for
better reusability.

Example Scenario:

Imagine a development team working on an application hosted on EC2 instances.
1. Users: Each developer has an IAM user.
2. Group: All developers are added to a "Developers" IAM group.

3. Policy (Customer Managed): A customer managed policy named "DevAccess" is created,
granting permissions to deploy code to specific S3 buckets, start/stop EC2 instances in a
specific environment, and access CloudWatch logs.

4. Group Attachment: The "DevAccess" policy is attached to the "Developers" group.

5. Role: An IAM role named "EC2AppRole" is created, allowing EC2 instances to read data from
an S3 bucket containing application configuration.

6. Instance Profile: The "EC2AppRole" is associated with an instance profile, which is then
assigned to the EC2 instances.

Designing a role-based access control strategy (for example, AWS Security Token Service [AWS
STS], role switching, cross-account access)

This section focuses on using AWS Identity and Access Management (IAM) roles for managing access.

pg. 2




SKILLCERTPRO

IAM Roles: An IAM role is an identity that you can assume. It defines a set of permissions
that grant access to AWS resources. Unlike IAM users, roles don't have long-term credentials
(like access keys). Instead, they use temporary credentials obtained through the AWS
Security Token Service (STS).

AWS Security Token Service (STS): STS is the service that provides temporary security
credentials (access key ID, secret access key, and session token). These credentials have a
limited lifespan, enhancing security. STS is used in various scenarios:

o Role Assumption: When an IAM user or an AWS service (like EC2) needs to access
resources with different permissions than those directly assigned to it, it assumes an
IAM role. STS provides the temporary credentials for that role.

o Federation: STS enables you to grant access to AWS resources to users from external
identity providers (like Active Directory, SAML providers, or web identity providers).
The external identity provider authenticates the user, and STS provides temporary
AWS credentials.

o Cross-Account Access: STS enables you to grant access to resources in one AWS
account to users or services in another AWS account.

Role Switching: This is a feature in the AWS Management Console that allows an IAM user to
easily switch between different roles within the same account or across different accounts.
This simplifies managing access to multiple resources with varying permissions.

Cross-Account Access: This involves granting permissions to entities (users, roles, or services)
in one AWS account to access resources in another AWS account. This is typically achieved
by:

Creating a role in the resource account (the account containing the resources to be

accessed). This role defines the permissions that will be granted.

Granting the principal (the user, role, or service in the accessing account) permission to

assume the role in the resource account. This is done by adding a trust policy to the role in the
resource account.

Example of Cross-Account Access:

Account A (Accessing Account) has an IAM user. Account B (Resource Account) has an S3 bucket. To
allow the user in Account A to access the S3 bucket in Account B:

1.

2.

In Account B, create an IAM role with permissions to access the S3 bucket.

In Account B, add a trust policy to the role that allows the IAM user in Account A to assume
the role.

The IAM user in Account A can then assume the role in Account B and gain temporary
credentials to access the S3 bucket.

Designing a security strategy for multiple AWS accounts (for example, AWS Control Tower, service
control policies [SCPs])

This section deals with managing security and governance across multiple AWS accounts, often
referred to as a multi-account strategy.
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e AWS Control Tower: Control Tower is a service that sets up and governs a secure, multi-
account AWS environment. It automates the creation of new AWS accounts (using AWS
Organizations) and implements best-practice security baselines (guardrails). Control Tower
uses AWS Organizations, Service Control Policies (SCPs), AWS Config, and other services to
enforce consistent policies across all accounts.

e Service Control Policies (SCPs): SCPs are a feature of AWS Organizations that allow you to
centrally manage permissions for all accounts in your organization. SCPs define the maximum
permissions that can be granted to IAM users and roles in member accounts. They act as
guardrails, preventing actions even if an IAM policy in a member account would otherwise
allow them.

Key things to know about SCPs:

e Inheritance: SCPs are inherited down the organization hierarchy (root, organizational units
(OUs), accounts).

e Deny by Default: SCPs use a deny-by-default approach. You explicitly grant permissions using
Allow statements.

e Impact on IAM: SCPs do not directly grant permissions. They limit the permissions that can
be granted by IAM policies within the individual accounts.

e Use Cases: Common use cases for SCPs include:
o Preventing users from disabling AWS Config or CloudTrail.
o Restricting the use of specific AWS services or regions.
o Enforcing encryption for certain resources.
Example of SCP:

An SCP at the organization root could deny the ec2:Runinstances action in all accounts. Even if an
IAM user in a member account had an IAM policy allowing them to launch EC2 instances, the SCP
would override it, preventing the action.

Determining the appropriate use of resource policies for AWS services

Resource policies are JSON documents that define who has access to a specific resource and what
actions they are allowed to perform. They are attached directly to the resource they govern.

Here's how resource policies are used across different AWS services:

e Amazon S3 (Simple Storage Service): Resource policies attached to S3 buckets control access
to the bucket and its objects. For example, you can grant public read access to objects in a
bucket for hosting a static website or allow specific AWS accounts to upload objects.

e AWS IAM (ldentity and Access Management): While IAM primarily uses identity-based
policies (attached to IAM users, groups, or roles), some IAM resources like roles can also
have resource policies. This allows for fine-grained control over who can assume a particular
role.
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e AWS KMS (Key Management Service): Resource policies on KMS keys determine who can
use the key for encryption and decryption operations. This is crucial for protecting sensitive
data.

e Amazon SQS (Simple Queue Service) and Amazon SNS (Simple Notification Service):
Resource policies on queues and topics control who can send messages to or receive
messages from them. This is important for securing messaging and notification workflows.

Key takeaways about resource policies:
e They provide fine-grained access control at the resource level.
e They are written in JSON format and follow a specific syntax.

e They can be used in combination with identity-based policies for more complex access
control scenarios.

Determining when to federate a directory service with IAM roles

Federation allows users who are authenticated in an external identity provider (IdP) to access AWS
resources without needing to create separate IAM users for each of them. This simplifies user
management and improves security.

Here's how federation works with IAM roles:

1. Establish trust: You create a trust relationship between your AWS account and the external
IdP (e.g., Microsoft Active Directory, Okta, Ping ldentity).

2. Define an IAM role: You create an IAM role that defines the permissions that federated users
will have in AWS.

3. Authentication: When a user from the external IdP needs to access AWS, they authenticate
with their existing credentials.

4. Assume role: The IdP provides temporary credentials to the user, allowing them to assume
the pre-defined IAM role.

5. Access AWS resources: The user can now access AWS resources based on the permissions
granted to the assumed role.

When to use federation:

e You have an existing directory service and want to avoid managing separate AWS credentials
for your users.

e You want to enforce consistent authentication policies across your organization.

e You need to provide access to AWS resources for external users or partners.
Benefits of federation:

e Simplified user management: No need to create and manage separate IAM users.

e Improved security: Leverage existing authentication mechanisms and avoid storing
credentials in multiple places.

e Centralized access control: Manage user access through your existing directory service.
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1.2: Design secure workloads and applications.
Designing VPC architectures with security components

A Virtual Private Cloud (VPC) is a logically isolated section of the AWS cloud where you can launch
AWS resources in a virtual network that ! you define. It gives you control over your virtual networking
environment, including IP address ranges, subnets, and route tables.

Here are the key security components within a VPC:

e Security Groups: These act as virtual firewalls for your EC2 instances. You define inbound
and outbound rules that control traffic at the instance level. Security groups are stateful,
meaning that if you allow inbound traffic, the corresponding outbound traffic is
automatically allowed.

¢ Route Tables: These determine where network traffic from your subnets is directed. You can
create custom route tables to control the flow of traffic within your VPC and to external
networks like the internet or your on-premises data center.

e Network ACLs (NACLs): These are an additional layer of security that acts at the subnet level.
NACLs are stateless, meaning that you need to define rules for both inbound and outbound
traffic. They provide a broader level of control compared to security groups.

o NAT Gateways: These allow instances in private subnets to connect to the internet or other
AWS services, but prevent the internet from initiating connections with those instances. This
is crucial for keeping your backend systems secure while allowing them to access updates or
external resources.

Determining network segmentation strategies

Network segmentation involves dividing your network into smaller, isolated segments. This improves
security by limiting the impact of a security breach. If one segment is compromised, the others
remain protected.

Here's how you can use public and private subnets for network segmentation:

e Public Subnets: These subnets have a route to the internet via an Internet Gateway.
Resources in public subnets can be directly accessed from the internet. Typically, you would
place resources like web servers or load balancers in public subnets.

e Private Subnets: These subnets do not have a direct route to the internet. Resources in
private subnets cannot be directly accessed from the internet, providing an extra layer of
security. You would typically place resources like databases, application servers, and other
backend systems in private subnets.

By combining these components, you can create a secure and well-segmented VPC architecture. For
example, you can place web servers in a public subnet with a security group allowing HTTP/HTTPS
traffic, and place database servers in a private subnet with a security group allowing only database
traffic from the web servers.

Integrating AWS services to secure applications
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AWS provides a suite of services that can be integrated to create a comprehensive security posture
for your applications. Some of the key services include:

e AWS Shield: This service provides protection against Distributed Denial of Service (DDoS)
attacks. AWS Shield comes in two tiers: Standard and Advanced. Standard provides always-
on protection against common infrastructure-level attacks, while Advanced offers more
sophisticated detection and mitigation capabilities, as well as 24/7 access to AWS DDoS
response team.

e AWS WAF (Web Application Firewall): WAF helps protect your web applications from
common web exploits, such as SQL injection and cross-site scripting. You can use pre-
configured rules or create custom rules to filter malicious traffic. AWS WAF can be deployed
on Amazon CloudFront, Application Load Balancer, and Amazon AP| Gateway.

¢ |AM Identity Center (formerly AWS SSO): This service enables you to manage user access to
multiple AWS accounts and applications from a central location. It supports various identity
providers, including Active Directory, Okta, and Azure AD. IAM Identity Center simplifies user
management and improves security by enforcing consistent access policies across your AWS
environment.

e AWS Secrets Manager: This service helps you securely store and manage secrets, such as
database credentials, API keys, and OAuth tokens. Secrets Manager encrypts secrets at rest
and in transit, and it provides automatic rotation capabilities to improve security and reduce
the risk of compromised credentials.

Securing external network connections to and from the AWS Cloud

Securely connecting your on-premises networks or other external networks to your AWS
environment is crucial for protecting your applications and data. AWS offers several services to
achieve this:

e VPN (Virtual Private Network): AWS VPN allows you to establish secure connections
between your on-premises network and your Amazon Virtual Private Cloud (VPC). AWS VPN
comes in two options: AWS Site-to-Site VPN and AWS Client VPN. Site-to-Site VPN connects
your on-premises network to your VPC, while Client VPN allows individual users to securely
connect to your AWS resources.

e AWS Direct Connect: This service enables you to create dedicated network connections
between your on-premises network and AWS. Direct Connect provides higher bandwidth
and lower latency compared to VPN connections, making it suitable for applications that
require high performance and consistent network connectivity.

By understanding and effectively using these services, you can design and implement secure
workloads and applications on the AWS Cloud.

Key takeaways:

e Security is a shared responsibility between AWS and the customer. AWS is responsible for the
security of the cloud, while the customer is responsible for security in the cloud.

e Alayered security approach is crucial for protecting your applications. This involves
implementing multiple security controls at different levels, such as network security,
application security, and data security.
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e Automation is key to improving security and reducing operational overhead. AWS provides
various tools and services that can help you automate security tasks, such as vulnerability
scanning, security monitoring, and incident response.

1.3: Determine appropriate data security controls.
Aligning AWS technologies to meet compliance requirements

Many organizations must adhere to specific industry regulations and compliance frameworks (e.g.,
HIPAA, PCI DSS, GDPR). AWS offers various services and features that can help you meet these
requirements.

e AWS Artifact: Provides on-demand access to AWS compliance reports (e.g., SOC reports, PCI
DSS attestations) and agreements. This helps you understand how AWS's infrastructure and
services comply with various standards.

e AWS Audit Manager: Helps you continuously audit your AWS usage to simplify risk
assessment and compliance auditing. It automates the collection of evidence and provides
pre-built frameworks for various compliance standards.

e AWS Config: Provides a detailed view of the configuration of your AWS resources. You can
use it to track changes in your environment and ensure that your resources comply with your
internal policies and compliance requirements.

By understanding these services and how they map to specific compliance requirements, you can
design architectures that meet your organization's obligations.

Encrypting data at rest
Protecting data when it's stored is crucial. AWS provides several ways to encrypt data at rest:

e AWS Key Management Service (AWS KMS): A managed service that makes it easy to create
and manage encryption keys. You can use KMS to encrypt data in various AWS services, such
as Amazon S3, Amazon EBS, and Amazon RDS. KMS offers different types of keys, including
AWS-managed keys, customer-managed keys, and imported keys.

e Server-Side Encryption (SSE): Many AWS storage services offer built-in server-side
encryption options. For example, Amazon S3 provides SSE-S3 (encryption with S3-managed
keys), SSE-KMS (encryption with KMS-managed keys), and SSE-C (encryption with customer-
provided keys).

e Client-Side Encryption: You can encrypt data before sending it to AWS using your own
encryption libraries and keys. This gives you maximum control over your encryption keys but
requires more management overhead.

Encrypting data in transit

Securing data as it moves between systems is equally important. AWS offers several mechanisms for
encrypting data in transit:

e TLS/SSL: The standard protocol for encrypting communication over the internet. AWS
services like Elastic Load Balancing, Amazon CloudFront, and Amazon API Gateway support
TLS/SSL.
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e AWS Certificate Manager (ACM): A service that lets you easily provision, manage, and
deploy SSL/TLS certificates for use with AWS services. ACM integrates with various AWS
services, making it simple to secure your web applications and APIs.

¢ VPN and Direct Connect: As discussed earlier, these services provide secure connections
between your on-premises networks and AWS, encrypting data as it travels over these
connections.

Key considerations:

¢ Key management: Securely managing encryption keys is essential. AWS KMS simplifies key
management and provides various options for controlling access to your keys.

e Performance: Encryption can have a performance impact. You need to consider the trade-
offs between security and performance when choosing encryption methods.

e Cost: Different encryption options have different costs associated with them. You need to
factor in these costs when designing your security architecture.

Implementing access policies for encryption keys

Encryption is a fundamental security measure for protecting sensitive data. AWS provides several
services for encryption, including:

e AWS Key Management Service (KMS): KMS enables you to create and manage encryption
keys that can be used to encrypt data at rest and in transit. It integrates with various AWS
services, such as Amazon S3, Amazon EBS, and Amazon RDS.

e AWS CloudHSM: CloudHSM provides dedicated hardware security modules (HSMs) for
customers who require the highest level of security and compliance.

Implementing access policies for encryption keys is crucial because:

e It controls who can use the keys: By defining granular access policies, you can ensure that
only authorized users and services can use the encryption keys to encrypt or decrypt data.

e It prevents unauthorized access to encrypted data: Even if someone gains access to the
encrypted data, they won't be able to decrypt it without the appropriate encryption keys and
permissions.

Implementing data backups and replications

Data backups and replication are essential for ensuring business continuity and disaster recovery.
AWS offers several services for these purposes:

e Amazon S3: S3 provides highly durable and scalable object storage that can be used for
storing backups. S3 also offers features like versioning and cross-region replication to further
enhance data protection.

e Amazon EBS: EBS provides block storage volumes that can be attached to EC2 instances. EBS
snapshots can be used to create backups of your volumes.

e AWS Backup: AWS Backup is a centralized backup service that simplifies the process of
backing up and restoring your AWS resources, including EC2 instances, EBS volumes, RDS
databases, and DynamoDB tables.
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Implementing policies for data access, lifecycle, and protection

Managing data throughout its lifecycle is crucial for maintaining security and compliance. This
involves implementing policies for:

e Data access: Defining who can access what data and under what conditions. This can be
achieved using IAM policies and other access control mechanisms.

o Data lifecycle: Defining how long data should be retained and when it should be deleted or
archived. This can be achieved using S3 lifecycle policies and other data management tools.

e Data protection: Implementing appropriate security controls to protect data against
unauthorized access, modification, or deletion. This includes encryption, access control, and
data loss prevention (DLP) measures.

Rotating encryption keys and renewing certificates
Regularly rotating encryption keys and renewing certificates is a security best practice that helps to:

¢ Reduce the impact of compromised keys or certificates: If a key or certificate is
compromised, rotating it limits the amount of time that it can be used for malicious
purposes.

e Meet compliance requirements: Many compliance standards require regular key rotation
and certificate renewal.

AWS provides tools and services to automate these processes, such as:
e AWS KMS: KMS supports automatic key rotation for customer master keys (CMKs).

e AWS Certificate Manager (ACM): ACM can automatically renew SSL/TLS certificates that are
used with AWS services.

For a full set of 1170 questions. Go to

https://skillcertpro.com/product/aws-solutions-architect-associate-saa-c03-practice-tests/

e SkillCertPro offers detailed explanations to each question which helps to understand the
concepts better.

e Itisrecommended to score above 85% in SkillCertPro exams before attempting a real exam.
e SkillCertPro updates exam questions every 2 weeks.
e You will get life time access and life time free updates

e  SkillCertPro assures 100% pass guarantee in first attempt.

Domain 2: Design Resilient Architectures
2.1: Design scalable and loosely coupled architectures.
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Designing event-driven, microservice, and/or multi-tier architectures based on requirements

This involves choosing the right architectural pattern based on the specific needs of your application.
Here's a breakdown of each:

e Multi-tier architectures: This is a traditional approach that divides an application into distinct
layers, typically presentation (Ul), application logic (business logic), and data storage. While
not inherently "loose coupled," careful design can minimize dependencies. AWS services
commonly used in multi-tier architectures include:

o Presentation Tier: Amazon S3 (static website hosting), Amazon CloudFront (CDN),
Elastic Load Balancing (ELB).

o Application Tier: Amazon EC2, AWS Elastic Beanstalk, Amazon ECS/EKS (for
containerized applications).

o Data Tier: Amazon RDS, Amazon DynamoDB, Amazon S3.

e Microservice architectures: This approach breaks down an application into small,
independent services that communicate with each other over a network. This promotes
loose coupling, as changes to one service don't necessarily require changes to others. AWS
services commonly used in microservice architectures include:

o APl Gateway: Manages API requests and routes them to the appropriate
microservices.

o AWS Lambda: Serverless compute for running individual functions (often used to
implement microservices).

o Amazon ECS/EKS: Container orchestration for deploying and managing
microservices.

o Amazon SQS/SNS: Messaging services for asynchronous communication between
microservices.

e Event-driven architectures: This pattern uses events to trigger actions in different parts of
the system. Services communicate by producing and consuming events, rather than direct
point-to-point communication. This significantly improves loose coupling and scalability. AWS
services commonly used in event-driven architectures include:

o Amazon SQS (Simple Queue Service): Message queuing service for decoupling
producers and consumers.

o Amazon SNS (Simple Notification Service): Pub/sub messaging service for
broadcasting events to multiple subscribers.

o Amazon EventBridge: Serverless event bus that makes it easier to build event-driven
applications.

o AWS Lambda: Used to process events.
Determining scaling strategies for components used in an architecture design

Scaling is the ability of a system to handle increased load. There are two main types of scaling:
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e Vertical scaling (scaling up): Increasing the resources of a single instance, such as CPU,
memory, or storage. This has limitations as there's a maximum size for a single instance. In
AWS, this means choosing a larger EC2 instance type.

e Horizontal scaling (scaling out): Adding more instances to handle the load. This is generally
preferred for cloud applications as it provides better fault tolerance and scalability. AWS
offers several services to facilitate horizontal scaling:

o Elastic Load Balancing (ELB): Distributes traffic across multiple instances.

o Auto Scaling: Automatically adds or removes instances based on demand.

o Amazon ECS/EKS: Orchestrates containers across multiple instances.
Scaling strategies for different components:

e Compute (EC2, Lambda, containers): Use Auto Scaling to automatically adjust the number of
instances based on metrics like CPU utilization, memory usage, or request count.

e Databases (RDS, DynamoDB):

o RDS: Supports read replicas for scaling read operations. You can also scale up the
instance size for increased performance.

o DynamoDB: Scales automatically based on provisioned or on-demand capacity.
e Message queues (SQS): SQS scales automatically to handle any volume of messages.

e Caching (ElastiCache): Scale by adding more cache nodes or by choosing a larger cache node
type.

Key considerations for designing scalable and loosely coupled architectures:

e Loose coupling: Minimize dependencies between components to improve flexibility and
resilience.

e Statelessness: Design components to be stateless whenever possible, making it easier to
scale horizontally.

e Automation: Use automation tools like Auto Scaling and CloudFormation to manage
infrastructure and deployments.

¢ Monitoring: Implement robust monitoring and logging to track performance and identify
bottlenecks.

2.1: Design scalable and loosely coupled architectures.

This section focuses on designing systems that can handle increasing traffic and data volumes while
remaining resilient and easy to maintain. Loose coupling is a key principle in achieving this.

Determining the AWS services required to achieve loose coupling based on requirements

Loose coupling means that components of a system are independent of each other. Changes to one
component have minimal impact on other components. This is achieved through various techniques
and AWS services:
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Message Queues (Amazon SQS - Simple Queue Service): SQS allows applications to
communicate asynchronously by sending messages to a queue. This decouples the sender
and receiver, as they don't need to be online simultaneously. If the receiver is unavailable,
messages are stored in the queue until it becomes available.

Topics and Subscriptions (Amazon SNS - Simple Notification Service): SNS enables
publish/subscribe messaging. A publisher sends a message to a topic, and multiple
subscribers can receive notifications. This decouples publishers from subscribers, allowing for
flexible and scalable event-driven architectures.

Event-Driven Architectures (Amazon EventBridge): EventBridge is a serverless event bus that
makes it easier to build event-driven applications at scale. It receives events from various
sources (AWS services, custom applications, SaaS applications) and routes them to targets
(AWS Lambda functions, Amazon SQS queues, etc.). This allows for highly decoupled and
responsive systems.

APIs and API Gateways (Amazon APl Gateway): AP| Gateway acts as a front door for
applications to access backend services. It decouples the frontend from the backend by
providing a consistent interface. This allows backend services to evolve independently
without affecting the frontend.

Microservices: While not a specific AWS service, the microservices architectural pattern
strongly promotes loose coupling. Each microservice is a small, independent unit of
functionality that communicates with other microservices through APIs. AWS provides
various services to support microservices, such as Amazon ECS, Amazon EKS, and AWS
Lambda.

Determining when to use containers

Containers provide a lightweight and portable way to package and run applications. They are
particularly useful in scenarios where:

Application portability is required: Containers can run consistently across different
environments (development, testing, production).

Microservices are being implemented: Containers are well-suited for deploying and
managing microservices.

Consistent runtime environments are needed: Containers ensure that applications have the
same dependencies and configurations regardless of the underlying infrastructure.

Resource utilization needs to be optimized: Containers share the host operating system's
kernel, making them more efficient than virtual machines.

AWS offers several container services:
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that supports Docker containers.

Amazon EKS (Elastic Kubernetes Service): A managed Kubernetes service that makes it easy
to run Kubernetes on AWS.

AWS Fargate: A serverless compute engine for containers that removes the need to manage
EC2 instances.
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Determining when to use serverless technologies and patterns

Serverless computing allows you to run code without provisioning or managing servers. This offers
several benefits:

e Automatic scaling: Serverless services automatically scale based on demand.
e Pay-per-use pricing: You only pay for the compute time you consume.

¢ Reduced operational overhead: You don't need to manage servers, operating systems, or
patching.

Key AWS serverless services and patterns include:

e AWS Lambda: A compute service that lets you run code without provisioning or managing
servers. Lambda functions are triggered by events from various sources.

¢ Amazon APl Gateway: As mentioned earlier, APl Gateway can be used to create serverless
APIs that trigger Lambda functions.

e Amazon S3 (Simple Storage Service): Object storage that can be used to store static website
content or trigger Lambda functions on object uploads.

e Event-Driven Architectures: Serverless is a natural fit for event-driven architectures, where
Lambda functions are triggered by events from services like S3, DynamoDB, and SNS.

Key Considerations for Loose Coupling, Containers, and Serverless:

e Trade-offs: While loose coupling offers many benefits, it can introduce complexity in terms of
inter-service communication and distributed tracing.

¢ Monitoring and Observability: It's crucial to have robust monitoring and observability tools
in place to understand the behavior of distributed systems.

e Cost Optimization: While serverless can be cost-effective, it's important to understand the
pricing model and optimize your code for performance.

Recommending appropriate compute, storage, networking, and database technologies based on
requirements

Choosing the right AWS services for your application is crucial for achieving scalability and loose
coupling. Here's how to approach different technology areas:

e Compute:

o Amazon EC2 (Elastic Compute Cloud): Provides virtual servers in the cloud with
various instance types optimized for different workloads (compute-intensive,
memory-intensive, etc.). Use Auto Scaling to automatically adjust the number of EC2
instances based on demand.

o AWS Lambda: A serverless compute service that lets you run code without
provisioning or managing servers. Lambda scales automatically and is ideal for event-
driven applications and microservices.

o Amazon ECS (Elastic Container Service) & Amazon EKS (Elastic Kubernetes Service):
Container orchestration services that enable you to run and manage Docker
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containers at scale. ECS is AWS's own container orchestration service, while EKS
allows you to run Kubernetes on AWS.

e Storage:

o Amazon S3 (Simple Storage Service): Object storage for storing and retrieving any
amount of data. S3 is highly scalable, durable, and cost-effective, making it suitable
for various use cases, including backups, media storage, and data lakes.

o Amazon EBS (Elastic Block Storage): Block storage volumes for use with EC2
instances. EBS provides persistent storage that can be attached to EC2 instances as
virtual hard drives.

o Amazon EFS (Elastic File System): Network file system that can be shared by multiple
EC2 instances. EFS is ideal for applications that require shared file storage, such as
content management systems and web applications.

e Networking:

o Amazon VPC (Virtual Private Cloud): Enables you to create isolated networks in the
AWS Cloud. VPC allows you to control your network configuration, including IP
address ranges, subnets, and route tables.

o Elastic Load Balancing: Distributes incoming traffic across multiple targets, such as
EC2 instances, containers, and IP addresses. Load balancing improves application
availability and scalability.

o Amazon Route 53: A highly available and scalable DNS web service. Route 53 can be
used to route traffic to your applications based on various criteria, such as latency,
geography, and health checks.

e Database:

o Amazon RDS (Relational Database Service): Managed relational database service
that supports various database engines, including MySQL, PostgreSQL, Oracle, SQL
Server, and MariaDB. RDS simplifies database administration and provides automatic
backups, patching, and scaling.

o Amazon DynamoDB: A NoSQL database service that provides fast and predictable
performance at any scale. DynamoDB is ideal for applications that require high
throughput and low latency, such as gaming, mobile, and web applications.

o Amazon Aurora: A MySQL and PostgreSQL-compatible relational database service
that combines the performance and availability of commercial-grade databases with
the simplicity and cost-effectiveness of open-source databases.

Using purpose-built AWS services for workloads

AWS offers a wide array of services designed for specific use cases. Using these purpose-built
services can significantly improve performance, scalability, and cost-efficiency. Here are some
examples:
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e Amazon SQS (Simple Queue Service): A message queuing service that enables you to
decouple application components. SQS allows you to send, store, and receive messages
between different parts of your application, improving scalability and fault tolerance.

e Amazon SNS (Simple Notification Service): A pub/sub messaging service that enables you to
send notifications to various subscribers, such as email addresses, mobile devices, and other
AWS services. SNS is ideal for building event-driven architectures and sending real-time
notifications.

e AWS Step Functions: A serverless orchestration service that enables you to coordinate
multiple AWS services into serverless workflows. Step Functions simplifies the development
of complex applications by providing a visual workflow designer and built-in error handling.

¢ Amazon ElastiCache: A caching service that improves application performance by storing
frequently accessed data in memory. ElastiCache supports Redis and Memcached caching
engines.

By carefully selecting and integrating these services, you can create architectures that are highly
scalable, loosely coupled, and optimized for your specific workload requirements.

Key takeaways:

e Loose coupling: Design systems where components are independent and communicate
through well-defined interfaces. This improves fault tolerance and allows for independent
scaling and deployment.

e Scalability: Design systems that can handle increasing traffic and data volume. This involves
using services that can automatically scale based on demand.

e Purpose-built services: Leverage AWS services designed for specific use cases to improve
performance, scalability, and cost-efficiency.

2.2: Design highly available and/or fault-tolerant architectures.
Determining automation strategies to ensure infrastructure integrity

Automation is crucial for maintaining infrastructure integrity and ensuring consistent deployments. It
helps reduce human error, improves speed and efficiency, and enables self-healing capabilities. Key
automation strategies include:

¢ Infrastructure as Code (lIaC): Using tools like AWS CloudFormation, AWS CDK (Cloud
Development Kit), or Terraform to define and manage infrastructure through code. This
allows you to version control your infrastructure, automate deployments, and easily replicate
environments.

e Configuration Management: Using tools like AWS Systems Manager, Ansible, or Chef to
automate the configuration and management of servers and other resources. This ensures
consistent configurations across your infrastructure and simplifies patching and updates.

e Automated Deployments: Using services like AWS CodeDeploy or AWS CodePipeline to
automate the deployment of applications to your infrastructure. This reduces deployment
time and minimizes the risk of errors.
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e Automated Monitoring and Alerting: Using services like Amazon CloudWatch to monitor the
health and performance of your infrastructure and applications. Setting up alerts to notify
you of potential issues so you can take corrective action.

e Automated Recovery: Implementing automated recovery mechanisms, such as auto scaling
and automated failover, to ensure that your applications can automatically recover from
failures.

Determining the AWS services required to provide a highly available and/or fault-tolerant
architecture across AWS Regions or Availability Zones

AWS offers several services that can be used to build highly available and fault-tolerant architectures:

e Availability Zones (AZs): Distinct locations within an AWS Region that are designed to be
isolated from failures in other AZs. Deploying your application across multiple AZs ensures
that it can continue to operate even if one AZ fails.

e Elastic Load Balancing (ELB): Distributes incoming traffic across multiple instances, improving
availability and fault tolerance. ELB comes in several types: Application Load Balancer (ALB),
Network Load Balancer (NLB), and Classic Load Balancer (CLB).

e Auto Scaling: Automatically adjusts the number of instances based on demand, ensuring
that your application can handle varying traffic loads and recover from instance failures.

e Amazon S3 (Simple Storage Service): Provides highly durable and available object storage.
S3 offers various storage classes with different levels of availability and durability.

e Amazon RDS (Relational Database Service): Provides managed relational databases with
built-in high availability and fault tolerance features, such as Multi-AZ deployments.

e Amazon DynamoDB: A fully managed NoSQL database service that provides high availability
and scalability.

e Route 53: AWS's DNS service, which can be used to route traffic to healthy instances and
perform health checks.

Strategies for High Availability and Fault Tolerance:
¢ Redundancy: Deploying multiple instances of your application across different AZs.

e Failover: Implementing mechanisms to automatically switch traffic to healthy instances in
case of a failure.

e Health Checks: Regularly monitoring the health of your instances and automatically
removing unhealthy instances from service.

e Stateless Applications: Designing applications that do not store session state locally, making
it easier to scale and recover from failures.

o Data Replication: Replicating data across multiple AZs or Regions to ensure data availability
in case of a failure.

Identifying metrics based on business requirements to deliver a highly available solution
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Defining clear metrics is essential to measure the success of your high availability and fault tolerance
strategies. These metrics should be based on your business requirements and service level
agreements (SLAs). Key metrics include:

e Recovery Time Objective (RTO): The maximum acceptable time for an application to be
unavailable after a failure.

e Recovery Point Objective (RPO): The maximum acceptable amount of data loss in case of a
failure.

e Availability: The percentage of time that an application is available for use.

e Mean Time Between Failures (MTBF): The average time between failures of a system.

e Mean Time To Recovery (MTTR): The average time it takes to recover from a failure.
Implementing designs to mitigate single points of failure

A single point of failure (SPOF) is any component whose failure can cause the entire system to fail.
Eliminating SPOFs is crucial for building highly available and fault-tolerant systems. Here are some
key strategies:

e Redundancy: Implement redundancy at all levels of your architecture. This includes:

o Multiple Availability Zones (AZs): Deploy your applications and data across multiple
AZs within an AWS Region. AZs are physically separate data centers with
independent power, cooling, and networking. If one AZ fails, your application can
continue running in the other AZs.

o Load balancing: Distribute traffic across multiple instances of your application using
load balancers. This ensures that if one instance fails, traffic is automatically
redirected to the remaining healthy instances. AWS offers various load balancers,
including Application Load Balancer, Network Load Balancer, and Classic Load
Balancer.

o Replication: Replicate your data across multiple storage locations. This ensures that
if one storage location fails, your data is still available. AWS offers various replication
options for different storage services, such as Amazon S3 cross-region replication and
Amazon RDS multi-AZ deployments.

e Auto Scaling: Automatically adjust the number of instances running your application based
on demand. This ensures that you have enough capacity to handle traffic spikes and that
your application can automatically recover from instance failures.

e Stateless applications: Design your applications to be stateless. This means that application
data is not stored on the instances themselves, but rather in a separate data store. This
makes it easier to scale and replace instances without losing data.

Implementing strategies to ensure the durability and availability of data

Data durability refers to the ability to store data reliably over the long term, while data availability
refers to the ability to access data when needed. Here are some key strategies:
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e Backups: Regularly back up your data to protect against data loss due to accidental deletion,
hardware failure, or other events. AWS offers various backup services, such as AWS Backup
and Amazon S3 lifecycle policies.

e Snapshots: Create snapshots of your data volumes or databases. Snapshots are point-in-time
copies of your data that can be used to restore your data to a previous state.

e RAID (Redundant Array of Independent Disks): Use RAID configurations to improve data
availability and performance. AWS offers various RAID options for Amazon EC2 instances.

e Storage services with built-in durability and availability: Use AWS storage services that offer
built-in durability and availability, such as Amazon S3, Amazon EBS, and Amazon RDS. These
services are designed to withstand failures and ensure that your data is always available.

Selecting an appropriate DR strategy to meet business requirements

Disaster recovery (DR) planning involves preparing for and recovering from major disruptions that
can affect your IT infrastructure. AWS offers various DR strategies, each with different recovery time
objectives (RTOs) and recovery point objectives (RPOs):

e Backup and Restore: This is the simplest DR strategy. You back up your data and restore it to
a new environment in the event of a disaster. This strategy has a longer RTO and RPO
compared to other strategies.

e Pilot Light: In this strategy, you maintain a minimal version of your environment in a different
region. This environment includes core services such as databases and networking. In the
event of a disaster, you scale up the pilot light environment to full capacity.

¢ Warm Standby: In this strategy, you maintain a fully functional but scaled-down version of
your environment in a different region. This environment is constantly running and ready to
take over in the event of a disaster.

e Multi-Region Active/Active: In this strategy, you run your application in multiple regions
simultaneously. Traffic is distributed across the regions, and if one region fails, traffic is
automatically redirected to the other regions. This strategy offers the lowest RTO and RPO.

Using AWS services that improve the reliability of legacy applications and applications not built for
the cloud

Many organizations have existing applications that weren't originally designed for the cloud.
Migrating these applications to AWS can be challenging, especially if code changes are difficult or
impossible. AWS offers several services that can help improve the reliability of these legacy
applications without requiring significant code modifications:

e Amazon EC2 Auto Scaling: This service allows you to automatically scale the number of EC2
instances based on demand or health checks. If an instance fails, Auto Scaling can
automatically launch a new instance to replace it, improving availability. This is useful for
legacy applications that may not have built-in scaling capabilities.

e Elastic Load Balancing (ELB): ELB distributes incoming traffic across multiple EC2 instances,
improving availability and fault tolerance. If an instance fails, ELB will automatically stop
sending traffic to that instance. This is beneficial for legacy applications that may not have
their own load balancing mechanisms.
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¢ Amazon Route 53: This is a highly available and scalable DNS web service. You can use Route
53 to route traffic to healthy instances or to different regions in case of a regional outage.
This is useful for improving the availability of legacy applications by providing DNS failover
capabilities.

e AWS Application Discovery Service: This service helps you gather information about your
on-premises servers and applications, making it easier to plan your migration to AWS. This
can be helpful for understanding the dependencies and requirements of legacy applications.

Using purpose-built AWS services for workloads

AWS offers a wide range of services that are designed for specific types of workloads. Using these
services can significantly improve the reliability, scalability, and performance of your applications:

e Amazon S3 (Simple Storage Service): This is a highly durable and scalable object storage
service. S3 provides multiple storage classes for different use cases, including frequent
access, infrequent access, and archival. S3 is designed for 99.999999999% (11 9's) of data
durability, making it ideal for storing critical data.

e Amazon RDS (Relational Database Service): This is a managed database service that
supports various database engines, including MySQL, PostgreSQL, Oracle, SQL Server, and
MariaDB. RDS provides features like Multi-AZ deployments for high availability and read
replicas for improved read performance.

¢ Amazon DynamoDB: This is a fully managed NoSQL database service that provides fast and
predictable performance with seamless scalability. DynamoDB is ideal for applications that
require low latency and high throughput.

e AWS Lambda: This is a serverless compute service that allows you to run code without
provisioning or managing servers. Lambda automatically scales your code based on demand,
making it highly available and fault-tolerant.

e Amazon SQS (Simple Queue Service): This is a fully managed message queuing service that
enables you to decouple and scale microservices, distributed systems, and serverless
applications. SQS helps improve the reliability of your applications by buffering messages and
ensuring that they are delivered even if components fail.

Key concepts for designing highly available and fault-tolerant architectures:

e Redundancy: This involves having multiple copies of your resources, such as EC2 instances,
databases, and data. Redundancy ensures that your application can continue operating even
if one or more resources fail.

e Availability Zones (AZs): These are distinct locations within an AWS region that are designed
to be isolated from each other. Deploying your application across multiple AZs can protect it
from failures within a single AZ.

e Regions: These are geographical areas that contain multiple AZs. Deploying your application
across multiple regions can protect it from regional outages.

e Failover: This is the process of automatically switching to a redundant resource in case of a
failure.
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¢ Recovery Time Objective (RTO): This is the maximum acceptable time for an application to
be unavailable after a failure.

e Recovery Point Objective (RPO): This is the maximum acceptable amount of data loss in case
of a failure.
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Domain 3: Design High-Performing Architectures

3.1: Determine high-performing and/or scalable storage solutions.
Determining storage services and configurations that meet performance demands

AWS offers a variety of storage services, each with its own performance characteristics. Choosing the
right service and configuration depends on your application's specific needs, such as:

e Throughput: The amount of data that can be read or written per second.

e |OPS (Input/Output Operations Per Second): The number of read or write operations that
can be performed per second.

e Latency: The time it takes to complete a read or write operation.
Here's a look at some key AWS storage services and their performance considerations:

e Amazon S3 (Simple Storage Service): S3 is an object storage service that offers high
durability, availability, and scalability. It's suitable for a wide range of use cases, including
storing backups, media files, and application data. S3 offers different storage classes with
varying performance and cost characteristics. For example, S3 Standard offers high
performance for frequently accessed data, while S3 Glacier is designed for long-term
archival.

e Amazon EBS (Elastic Block Storage): EBS provides block storage volumes that can be
attached to EC2 instances. EBS volumes offer different performance options, including:

o gp3 (General Purpose SSD): Provides a balance of price and performance for a wide
variety of workloads.
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o 102 Block Express (Provisioned IOPS SSD): Offers the highest performance with
consistent IOPS and low latency, ideal for mission-critical applications.

o stl (Throughput Optimized HDD): Provides high throughput for frequently accessed
data with large sequential I/O operations.

o scl (Cold HDD): Offers the lowest cost storage for infrequently accessed data.

e Amazon EFS (Elastic File System): EFS provides a scalable and elastic file system that can be
shared by multiple EC2 instances. EFS is suitable for applications that require shared file
storage, such as web servers and content management systems. EFS offers different
performance modes, including General Purpose and Max /0, to meet different performance
needs.

e Amazon FSx: This service provides fully managed file systems that are compatible with
popular file systems like Windows File Server and Lustre. FSx offers high performance and
scalability for demanding workloads.

Determining storage services that can scale to accommodate future needs

Scalability is a crucial aspect of cloud storage. AWS storage services are designed to scale to
accommodate your growing data storage needs. Here's how different services handle scalability:

e Amazon S3: S3 is inherently scalable. You can store virtually unlimited amounts of data in S3,
and it automatically scales to handle increasing traffic and data volume.

e Amazon EBS: EBS volumes can be resized and their performance characteristics can be
changed as needed. You can also use RAID configurations to increase performance and
availability.

e Amazon EFS: EFS automatically scales its storage capacity as you add or remove files. It also
offers the ability to increase throughput as needed.

¢ Amazon FSx: FSx file systems can be scaled in terms of storage capacity and throughput.
Key considerations for performance and scalability:

¢ Workload characteristics: Understand your application's read/write patterns, throughput
requirements, and IOPS needs.

e Data access patterns: Determine how frequently your data is accessed and choose the
appropriate storage class or service.

e Performance testing: Conduct performance testing to validate that your storage
configuration meets your application's requirements.

e Monitoring: Monitor your storage performance and utilization to identify potential
bottlenecks and adjust your configuration as needed.

3.2: Design high-performing and elastic compute solutions.
Decoupling workloads so that components can scale independently
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Decoupling is a crucial architectural principle for building scalable and resilient applications. It
involves separating different components of your application so that they can function and scale
independently. This approach offers several advantages:

e Improved scalability: By decoupling components, you can scale each component based on
its specific needs. For example, if your application experiences a surge in user requests, you
can scale the web servers without needing to scale the database servers.

¢ Increased resilience: If one component fails, the other components can continue to function.
This improves the overall availability and fault tolerance of your application.

¢ Enhanced maintainability: Decoupled components are easier to maintain and update
because changes to one component are less likely to affect other components.

Here are some common techniques for decoupling workloads in AWS:

e Message queues: Services like Amazon SQS (Simple Queue Service) and Amazon MQ allow
you to decouple components by using messages to communicate between them. This
enables asynchronous communication, where components don't need to wait for each other
to complete their tasks.

e Event-driven architecture: Services like Amazon SNS (Simple Notification Service) and
Amazon EventBridge enable you to build applications that react to events. When an event
occurs, a notification is sent to interested components, which can then perform the
necessary actions.

e APl Gateway: Amazon API Gateway allows you to create, publish, and manage APIs that act
as a front door for your applications. This decouples the frontend of your application from
the backend services.

Identifying metrics and conditions to perform scaling actions

Auto Scaling is a key feature in AWS that enables you to automatically adjust the number of compute
resources based on demand. To effectively use Auto Scaling, you need to identify the right metrics
and conditions to trigger scaling actions.

Here are some important concepts:

e Metrics: These are the performance indicators that you monitor to determine when to scale
your resources. Common metrics include CPU utilization, memory utilization, network traffic,
and request count.

e Conditions: These are the thresholds that you set for your metrics to trigger scaling actions.
For example, you might set a condition to scale out (add more instances) when the average
CPU utilization of your web servers exceeds 70%.

e Scaling policies: These define how Auto Scaling should respond to changes in your metrics.
You can use different scaling policies, such as target tracking scaling (maintain a specific
metric value), step scaling (adjust capacity based on metric changes), and scheduled scaling
(scale based on a schedule).

Here are some AWS services that you can use for Auto Scaling:
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e Amazon EC2 Auto Scaling: This service allows you to automatically scale the number of EC2
instances in your application.

e Application Load Balancer: The Application Load Balancer can automatically distribute traffic
across multiple EC2 instances and scale those instances as needed.

e AWS Lambda: Lambda automatically scales your functions based on the number of incoming
requests.

By effectively using these services and techniques, you can design high-performing and elastic
compute solutions that can handle varying workloads efficiently and cost-effectively.

Key takeaways:
e Decoupling is essential for building scalable and resilient applications.
e Auto Scaling allows you to automatically adjust your compute resources based on demand.
e Identifying the right metrics and conditions is crucial for effective Auto Scaling.

Selecting the appropriate compute options and features

AWS offers a range of compute services, each with its own strengths and use cases. Choosing the
right service is crucial for achieving high performance and elasticity. Some of the key compute
options include:

e Amazon EC2 (Elastic Compute Cloud): EC2 provides virtual servers in the cloud, offering a
wide variety of instance types optimized for different workloads. Instance types vary in terms
of CPU, memory, storage, and networking capacity.

o General Purpose: Balanced compute, memory, and networking resources. Suitable
for a wide range of workloads, such as web servers and small to medium databases.

o Compute Optimized: High CPU performance. Ideal for compute-intensive
applications, such as batch processing, media transcoding, and high-performance
computing.

o Memory Optimized: Large memory capacity. Suitable for memory-intensive
applications, such as in-memory databases, caching, and real-time big data analytics.

o Storage Optimized: High disk throughput and IOPS. Ideal for applications that
require high-speed access to large datasets, such as NoSQL databases and data
warehousing.

o Accelerated Computing: Use hardware accelerators (GPUs, FPGAs) to accelerate
specific workloads. Suitable for graphics rendering, machine learning, and video
encoding.

e AWS Lambda: Lambda is a serverless compute service that allows you to run code without
provisioning or managing servers. Lambda scales automatically in response to demand,
making it ideal for event-driven applications and microservices.

e Amazon ECS (Elastic Container Service): ECS is a container orchestration service that allows
you to run and manage Docker containers on AWS. ECS is suitable for applications that are
built using a microservices architecture.
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e Amazon EKS (Elastic Kubernetes Service): EKS is a managed Kubernetes service that makes it
easy to run Kubernetes on AWS. EKS is suitable for organizations that are already using
Kubernetes and want to leverage AWS infrastructure.

Selecting the appropriate resource type and size

Once you've chosen the appropriate compute service, you need to select the right resource type and
size to meet your application's requirements. This involves considering factors such as:

e CPU: The processing power required by your application.

¢ Memory: The amount of RAM needed to run your application efficiently.

e Storage: The amount and type of storage required to store your application's data.
e Networking: The network bandwidth and latency requirements of your application.

For example, when using EC2, you would select an instance type that provides the appropriate
balance of CPU, memory, storage, and networking for your workload. When using Lambda, you
would configure the amount of memory allocated to your function, which also determines the
amount of CPU and network bandwidth available.

Key considerations for designing high-performing and elastic compute solutions:

e Scalability: Design your applications to scale automatically in response to changes in
demand. This can be achieved using services like Auto Scaling for EC2 and the automatic
scaling capabilities of Lambda.

e Performance: Choose the right compute options and resource sizes to meet your
application's performance requirements. Consider factors such as CPU, memory, storage, and
networking.

e Cost-efficiency: Optimize your compute costs by choosing the right pricing models (e.g., On-
Demand, Reserved, Spot) and right-sizing your resources.

e Monitoring: Monitor the performance of your compute resources to identify and address
any bottlenecks or issues.

3.3: Determine high-performing database solutions.
Configuring read replicas to meet business requirements

Read replicas are copies of your primary database instance that are used to handle read traffic. This
helps improve the performance and availability of your database by offloading read operations from
the primary instance.

¢ Benefits of Read Replicas:

o Increased read throughput: Read replicas can handle a significant portion of read
traffic, freeing up the primary instance to handle write operations.

o Improved availability: If the primary instance fails, a read replica can be promoted to
become the new primary instance, minimizing downtime.
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o Disaster recovery: Read replicas can be located in different Availability Zones (AZs) or
Regions, providing disaster recovery capabilities.

e Use Cases:

o Applications with heavy read traffic, such as e-commerce websites and content
management systems.

o Reporting and analytics, where large volumes of data need to be queried.
e Considerations:

o Read replicas are asynchronous, meaning there might be a slight delay between
when data is written to the primary instance and when it is available on the read
replicas.

o You can create multiple read replicas for a single primary instance.

o Read replicas can also have their own read replicas, creating a multi-tier read replica
architecture.

Designing database architectures

Designing efficient database architectures involves choosing the right database technology,
configuring it appropriately, and integrating it with other AWS services.

e Key Considerations:

o Data type and structure: Different database technologies are suited for different
types of data. For example, relational databases are suitable for structured data,
while NoSQL databases are suitable for unstructured or semi-structured data.

o Workload characteristics: Understanding the read/write ratio, data volume, and
query patterns is crucial for choosing the right database and configuring it for
optimal performance.

o Scalability and availability requirements: You need to consider how your database
needs to scale to handle increasing data volumes and traffic, as well as the required
level of availability and fault tolerance.

e Common Architectures:
o Single database instance: Suitable for small applications with low traffic.

o Multi-AZ deployment: Provides high availability by replicating the database instance
across multiple AZs.

o Read replicas: Improves read performance and availability.

o Database sharding: Distributes data across multiple database instances to improve
scalability.

Determining an appropriate database engine

AWS offers a variety of database engines through Amazon RDS (Relational Database Service) and
other services. Choosing the right engine is critical for achieving optimal performance and meeting
specific application requirements.
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e MySQL: A popular open-source relational database known for its ease of use and strong
community support. Suitable for web applications, e-commerce platforms, and content
management systems.

e PostgreSQL: A powerful open-source relational database known for its advanced features,
compliance with SQL standards, and strong data integrity. Suitable for applications that
require complex transactions, data warehousing, and geospatial data.

e Other Database Engines:

o Amazon Aurora: A MySQL and PostgreSQL-compatible relational database service
that offers improved performance and availability compared to standard MySQL and
PostgreSQL.

o Oracle: A commercial relational database known for its enterprise-grade features
and scalability.

o Microsoft SQL Server: A commercial relational database from Microsoft, commonly
used in enterprise environments.

o Amazon DynamoDB: A NoSQL database service that provides high performance and
scalability for applications with high traffic and low latency requirements.

o Amazon Redshift: A data warehousing service optimized for large-scale data
analytics.

Choosing between MySQL and PostgreSQL:

Here's a quick comparison to help you decide:

Feature MySQL PostgreSQL

Ease of use ||Easier to set up and use More complex to configure
Performance ||Generally faster for simple reads Better performance for complex queries
Features Fewer advanced features More advanced features and extensions
Data integrity||Less strict data integrity checks Strong data integrity checks

Scalability Good scalability for read-heavy workloads||Good scalability with careful tuning
Community ||Large and active community Strong and active community

Determining an appropriate database type

AWS offers a variety of database services, each designed for different use cases. Choosing the right
database is crucial for achieving high performance and meeting business requirements. Here are
some key considerations and examples:

e Relational Databases: These databases use a structured schema with tables, rows, and
columns, and they enforce relationships between data. They are ideal for applications that
require ACID (Atomicity, Consistency, Isolation, Durability) properties, such as financial
transactions and inventory management.
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o Amazon Aurora: A MySQL and PostgreSQL-compatible relational database service
that offers high performance, scalability, and availability. It's a good choice for
demanding applications that require the features of a traditional relational database.

o Amazon RDS (Relational Database Service): Supports various database engines,
including MySQL, PostgreSQL, MariaDB, Oracle, SQL Server, and Amazon Aurora. It
simplifies database management tasks, such as patching, backups, and recovery.

¢ NoSQL Databases: These databases use a flexible schema and are designed for high
scalability and performance. They are ideal for applications that require high throughput and
low latency, such as web applications, mobile apps, and loT applications.

o Amazon DynamoDB: A fully managed NoSQL database service that offers fast and
predictable performance with seamless scalability. It's a good choice for applications
that require high read and write throughput and low latency.

e Other Specialized Databases: AWS also offers specialized databases for specific use cases:

o Amazon Redshift: A data warehouse service designed for large-scale data analytics
and business intelligence.

o Amazon ElastiCache: A caching service that can improve the performance of your
applications by storing frequently accessed data in memory.

o Amazon Neptune: A graph database service that makes it easy to build and run
applications that work with highly connected datasets.

Integrating caching to meet business requirements

Caching is a technique that stores frequently accessed data in a high-speed storage layer (cache) to
reduce the load on the underlying database and improve application performance. AWS offers
Amazon ElastiCache for this purpose. Here's how caching can be integrated:

e Caching Strategies:

o Read-Through Caching: The application first checks the cache for the requested
data. If the data is not found (cache miss), the application retrieves the data from the
database, stores it in the cache, and then returns it to the user.

o Write-Through Caching: When the application writes data, it writes it to both the
cache and the database simultaneously. This ensures that the cache is always
consistent with the database.

o Lazy Loading/Cache-Aside: The application checks the cache first. On a cache miss, it
fetches the data from the database, stores it in the cache, and returns it. Subsequent
requests for the same data will be served from the cache.

e Amazon ElastiCache: Supports two caching engines:

o Memcached: A simple and fast in-memory caching system that is suitable for caching
frequently accessed data, such as session data and web page fragments.

o Redis: An advanced in-memory data store that supports various data structures,
such as lists, sets, and hashes. It's suitable for more complex caching scenarios, such
as leaderboards and real-time analytics.
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Key considerations for choosing a database and implementing caching:

e Data Model: Consider the structure of your data and the relationships between data
elements.

e Scalability and Performance Requirements: Determine the expected read and write
throughput, latency requirements, and data volume.

e Consistency Requirements: Decide on the level of data consistency required by your
application.

e Cost: Evaluate the cost of different database services and caching options.

3.4: Determine high-performing and/or scalable network architectures.
Creating a network topology for various architectures (for example, global, hybrid, multi-tier)

e Global Architectures: These span multiple AWS Regions. Key considerations include:

o Latency: Minimizing latency for users across the globe is crucial. Services like
Amazon Route 53 (for DNS routing based on geolocation or latency), Amazon
CloudFront (CDN for caching content closer to users), and Global Accelerator (for
directing traffic to optimal endpoints) are essential.

o Data Replication and Synchronization: Mechanisms to keep data consistent across
regions are necessary. Services like Amazon S3 cross-region replication and database
replication features are used.

o Disaster Recovery: Global architectures often serve as disaster recovery solutions for
each other.

e Hybrid Architectures: These combine on-premises infrastructure with AWS. Key
considerations include:

o Connectivity: Secure and high-bandwidth connections are required. Options include
AWS Direct Connect (dedicated connection) and AWS VPN (encrypted connection
over the internet).

o Network Segmentation: Properly segmenting the network between on-premises
and AWS is crucial for security.

o Consistent Management: Tools and processes for managing both on-premises and
AWS resources are important.

e  Multi-Tier Architectures (e.g., 3-tier): These divide applications into logical tiers
(presentation, application, data). Key considerations include:

o Security: Each tier should be isolated using security groups and Network ACLs
(NACLs).

o Scalability: Each tier should be able to scale independently.

o Load Balancing: Distributing traffic across multiple instances in each tier ensures
availability and performance.

Determining network configurations that can scale to accommodate future needs
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Elasticity: Designing networks that can automatically scale resources up or down based on
demand. This includes using Auto Scaling groups for EC2 instances, Elastic Load Balancing for
distributing traffic, and services like Amazon SQS and SNS for decoupling components.

Subnet Sizing: Using CIDR blocks that provide enough IP addresses for future growth.

Avoiding Single Points of Failure: Designing redundant network components (e.g., multiple
Availability Zones, multiple VPN connections).

Automation: Using Infrastructure as Code (laC) tools like AWS CloudFormation or Terraform
to automate network provisioning and configuration.

Determining the appropriate placement of resources to meet business requirements

Latency Requirements: Placing resources closer to users or other dependent systems to
minimize latency.

Data Residency Requirements: Placing data in specific AWS Regions to comply with
regulatory requirements.

Cost Optimization: Choosing the most cost-effective AWS services and Regions.

Availability and Disaster Recovery: Distributing resources across multiple Availability Zones
or Regions to ensure high availability and disaster recovery.

Selecting the appropriate load balancing strategy

Application Load Balancer (ALB): Best for HTTP/HTTPS traffic and application-level routing
(e.g., routing based on path or host header).

Network Load Balancer (NLB): Best for TCP/UDP traffic and high performance with low
latency. Operates at Layer 4 (Transport Layer).

Classic Load Balancer (CLB): Older generation load balancer, still available but generally less
preferred than ALB and NLB.

Global Accelerator: Improves performance for global applications by routing traffic through
AWS's global network backbone.

3.5: Determine high-performing data ingestion and transformation solutions.
Building and securing data lakes

A data lake is a centralized repository that allows you to store structured, semi-structured, and
unstructured data at any scale. AWS offers several services for building and securing data lakes:

pg. 30

Amazon S3 (Simple Storage Service): S3 is the foundation of most data lakes on AWS. It
provides highly scalable and durable object storage for storing data in its native format.

AWS Lake Formation: This service simplifies the process of building, securing, and managing
data lakes. It automates tasks such as data discovery, data cataloging, and fine-grained access
control.




SKILLCERTPRO

e AWS Glue: This is a fully managed extract, transform, and load (ETL) service that makes it
easy to prepare and load data for analytics. Glue ! provides a data catalog, ETL jobs, and a
crawler for automatically discovering data.

e Security for Data Lakes: Securing a data lake involves implementing various security
measures, such as:

o Access control: Using IAM roles and policies to control who can access data in the
lake.

o Encryption: Encrypting data at rest and in transit using S3 server-side encryption or
client-side encryption.

o Data masking and tokenization: Protecting sensitive data by masking or tokenizing
it.

o Auditing: Logging and monitoring access to data in the lake.
Designing data streaming architectures

Data streaming involves processing data in real-time as it is generated. AWS provides several services
for building data streaming architectures:

e Amazon Kinesis: This is a family of services for real-time processing of streaming data at any
scale. It includes:

o Kinesis Data Streams: For capturing and storing streams of data.

o Kinesis Data Firehose: For loading streaming data into data stores and analytics
tools.

o Kinesis Data Analytics: For processing streaming data with SQL or Java applications.

¢ Amazon Managed Streaming for Apache Kafka (MSK): This is a fully managed service for
running Apache Kafka clusters on AWS. Kafka is a popular open-source distributed streaming
platform.

Designing data transfer solutions

Efficiently transferring data into and out of AWS is crucial for many data-driven applications. AWS
offers several services for data transfer:

e AWS Snow Family: This family of services provides physical devices for transferring large
amounts of data into and out of AWS. It includes:

o Snowcone: A small, ruggedized device for edge computing and data transfer.
o Snowball Edge: A larger device with more storage and compute capabilities.
o Snowmobile: A truck-sized exabyte-scale data transfer service.

e AWS DataSync: This service simplifies and automates the transfer of data between on-
premises storage and AWS storage services.

e AWS Transfer Family: This family of services provides managed file transfer capabilities using
protocols such as SFTP, FTPS, and FTP.
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Implementing visualization strategies

Visualizing data is essential for understanding patterns, trends, and insights. AWS offers several
services for data visualization:

e Amazon QuickSight: This is a cloud-based business intelligence service that allows you to
create interactive dashboards and visualizations from various data sources.

e Integrating with other visualization tools: You can also integrate AWS data services with
other popular visualization tools such as Tableau, Power BI, and Looker.

Key considerations for high performance:
e Scalability: Design your solutions to handle increasing data volumes and velocity.

e Cost optimization: Choose the most cost-effective services and configurations for your
needs.

e Security: Implement appropriate security measures to protect your data.

¢ Performance monitoring: Monitor the performance of your data ingestion and
transformation pipelines to identify and address bottlenecks.

Selecting appropriate compute options for data processing (for example, Amazon EMR)

Choosing the right compute service is crucial for efficient data processing. AWS offers several
options, but Amazon EMR (Elastic MapReduce) is particularly relevant for large-scale data processing.

¢ Amazon EMR: This managed service simplifies running big data frameworks like Apache
Hadoop, Spark, Hive, and Presto. EMR allows you to process vast amounts of data using
distributed computing. Key use cases include:

o Log analysis: Processing and analyzing large log files from web servers, applications,
and other sources.

o Data warehousing: Building and managing large data warehouses for business
intelligence and reporting.

o Machine learning: Training and deploying machine learning models on large
datasets.

o Extract, Transform, Load (ETL): Performing complex data transformations and
loading data into data warehouses or other data stores.

When selecting EMR, you need to consider:

e Instance types: Choose appropriate EC2 instance types based on the workload requirements
(e.g., memory-optimized, compute-optimized).

e Cluster size: Determine the number of nodes in the EMR cluster based on the data volume
and processing needs.

¢ EMR releases: Select the appropriate EMR release version, which includes specific versions
of the big data frameworks.

e Storage options: Choose appropriate storage options, such as Amazon S3 for persistent
storage and HDFS for temporary storage within the cluster.
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Other compute options you might consider (though often less suitable for large-scale
transformations than EMR unless the transformations are simple):

e AWS Lambda: Serverless compute for event-driven processing of smaller datasets or
triggered transformations.

e AWS Glue: Serverless ETL service, often used with data lakes. Glue is good for schema
discovery and simpler transformations.

e Amazon EC2: For more customized control over the processing environment, but requires
more management overhead.

Selecting appropriate configurations for ingestion

Efficient data ingestion is essential for high-performing data processing. Several factors influence the
choice of ingestion method:

e Data source: The source of the data (e.g., databases, log files, sensors) will dictate the
appropriate ingestion method.

e Data volume and velocity: The amount of data and the rate at which it's generated will
influence the choice of services.

e Data format: The format of the data (e.g., CSV, JSON, Avro) will impact the processing
requirements.

Some key AWS services and configurations for ingestion include:

¢ Amazon S3: Often used as a landing zone for raw data. You can use various methods to
ingest data into S3, such as AWS CLI, SDKs, or third-party tools.

e AWS Kinesis: For real-time streaming data ingestion. Kinesis Data Streams can ingest high-
velocity data from various sources.

e AWS Glue Crawlers: Automatically discover schemas from data stored in S3 or other data
stores.

e AWS DataSync: For efficient and secure data transfer between on-premises storage and AWS
storage services.

e AWS Snow Family: For transferring large amounts of data offline.
Transforming data between formats (for example, .csv to .parquet)

Transforming data between formats is a common requirement in data processing. Different formats
have different characteristics in terms of storage efficiency, query performance, and schema
evolution.

e CSV (Comma-Separated Values): Simple and widely used format, but not very efficient for
storage or querying large datasets.

e Parquet: Columnar storage format optimized for analytical queries. Parquet offers significant
storage savings and improved query performance compared to row-based formats like CSV.

e JSON (JavaScript Object Notation): Semi-structured format commonly used for web
applications and APIs.

pg. 33




SKILLCERTPRO

e Avro: Row-based format with rich schema support. Avro is often used in Hadoop ecosystems.
Tools for data transformation:

e Amazon EMR (Spark, Hive): These frameworks can perform complex data transformations,
including format conversions. Spark is particularly well-suited for large-scale transformations.

e AWS Glue: Can be used for simpler transformations and format conversions.
e AWS Lambda: Suitable for smaller-scale transformations or event-driven transformations.

Converting from CSV to Parquet is a common optimization. Parquet's columnar storage allows for
efficient data compression and selective column retrieval, leading to faster query times and reduced
storage costs.

Domain 4: Design Cost-Optimized Architectures

4.1: Design cost-optimized storage solutions.
Designing appropriate storage strategies (for example, batch uploads to Amazon S3 compared with
individual uploads)

Choosing the right storage strategy is crucial for optimizing cost and performance. Here's a
comparison of batch uploads and individual uploads to Amazon S3:

e Batch Uploads: Uploading multiple files in a single operation. This can be achieved using
tools like the AWS CLI, SDKs, or Amazon S3 Transfer Acceleration.

o Advantages:

= Reduced overhead: Fewer requests to S3, which can lower costs, especially
for large numbers of small files.

= Improved performance: Can be significantly faster for uploading many files.
o Disadvantages:
= More complex implementation: Requires scripting or using specialized tools.

= Potential for larger failure domains: If a batch upload fails, multiple files may
need to be re-uploaded.

¢ Individual Uploads: Uploading files one at a time.
o Advantages:
= Simpler implementation: Easier to implement with basic tools and libraries.
= Smaller failure domains: If an upload fails, only one file is affected.
o Disadvantages:

= Higher overhead: More requests to S3, which can increase costs, especially
for many small files.

= Lower performance: Can be slower for uploading many files.

When to use which:
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e Batch uploads: Best for large numbers of small files, frequent uploads, and when
performance is critical.

e Individual uploads: Suitable for small numbers of files, infrequent uploads, or when
simplicity is paramount.

Other storage strategies include:

¢ Data lifecycle management: Moving data between different storage classes based on access
frequency (e.g., moving infrequently accessed data from S3 Standard to S3 Glacier).

e Data compression: Compressing data before storing it in S3 to reduce storage costs.
Determining the correct storage size for a workload

Accurately estimating storage needs is essential for cost optimization. Over-provisioning leads to
unnecessary costs, while under-provisioning can impact performance and availability.

Factors to consider:

e Current data volume: How much data is currently being stored?

e Data growth rate: How quickly is the data expected to grow?

e Data retention policies: How long does data need to be retained?

e Data access patterns: How frequently is data accessed?
Using monitoring tools like Amazon CloudWatch can help track storage usage and identify trends.
Determining the lowest cost method of transferring data for a workload to AWS storage
Several methods exist for transferring data to AWS storage, each with different cost implications:

¢ Internet: Using the public internet to transfer data. This is often the simplest option but can
be slow and expensive for large datasets.

e AWS Direct Connect: Establishing a dedicated network connection between your on-
premises network and AWS. This provides higher bandwidth and lower latency but involves
recurring costs.

e AWS Snow Family: Using physical devices to transfer large amounts of data offline. This is
cost-effective for very large datasets or when network bandwidth is limited.

e AWS DataSync: Optimized for online data transfer, especially for large datasets and frequent
changes. Can be more cost-effective than using the internet for certain use cases.

The optimal method depends on factors like data volume, transfer frequency, available bandwidth,
and budget.

Determining when storage auto scaling is required

Storage auto scaling automatically adjusts storage capacity based on demand. This can help optimize
costs by only provisioning the necessary storage.

When to consider storage auto scaling:

e Unpredictable workloads: When storage needs fluctuate significantly.
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e Variable data growth: When data growth is difficult to predict.
e Cost optimization: To avoid over-provisioning storage.

Services like Amazon EBS (Elastic Block Storage) offer auto scaling capabilities. For S3, lifecycle
policies help manage costs by automatically transitioning data to cheaper storage classes based on
age.

Managing S3 object lifecycles

Amazon S3 offers different storage classes designed for various access patterns and cost
considerations. S3 lifecycle policies allow you to automatically transition objects between these
storage classes or delete them entirely based on predefined rules. This is crucial for cost
optimization.

e S3 Storage Classes:

o S3 Standard: For frequently accessed data. Offers high durability, availability, and
performance. Most expensive.

o S3 Intelligent-Tiering: For data with unknown or changing access patterns.
Automatically moves objects between frequent and infrequent access tiers based on
usage. Offers cost savings without performance impact.

o S3 Standard-IA (Infrequent Access): For less frequently accessed data that still
requires rapid access when needed. Lower storage cost than S3 Standard, but
retrieval fees apply.

o S3 One Zone-lA: Similar to S3 Standard-IA, but data is stored in a single Availability
Zone. Lower cost than S3 Standard-IA, but less resilient to AZ failures.

o S3 Glacier Instant Retrieval: For archival data that requires immediate access (within
milliseconds). Lowest storage cost but higher retrieval costs compared to other
retrieval options in Glacier.

o S3 Glacier Flexible Retrieval (formerly S3 Glacier): For archival data with retrieval
times ranging from minutes to hours. Lower storage cost than S3 Glacier Instant
Retrieval.

o S3 Glacier Deep Archive: For long-term archival data with retrieval times of 12-48
hours. Lowest cost storage option.

e S3 Lifecycle Policies: These policies define rules for transitioning objects between storage
classes or deleting them. You can define rules based on:

o Object age: Transition objects to a cheaper storage class after a certain number of
days.

o Object prefix: Apply rules to objects with specific prefixes.
o Tags: Apply rules to objects with specific tags.
Example lifecycle policy:

e Transition objects to S3 Standard-IA after 30 days.
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e Transition objects to S3 Glacier Flexible Retrieval after 90 days.
e Permanently delete objects after 365 days.

By effectively using lifecycle policies, you can ensure that your data is stored in the most cost-
effective storage class based on its access patterns.

Selecting the appropriate backup and/or archival solution

AWS offers several services for backup and archival, each with different cost and performance
characteristics:

e AWS Backup: A centralized backup service that simplifies the management of backups across
various AWS services, including EC2, EBS, RDS, DynamoDB, EFS, and Storage Gateway. AWS
Backup allows you to define backup policies and schedules, and it integrates with S3 for
storing backups. It provides cost optimization through lifecycle policies for the backups
stored in S3.

e Amazon S3 Glacier: As mentioned earlier, S3 Glacier is designed for long-term archival. It
offers the lowest cost storage option for data that is infrequently accessed. You can use S3
lifecycle policies or direct uploads to move data to Glacier.

e AWS Storage Gateway: Connects your on-premises software appliance to cloud-based
storage. Useful for hybrid cloud backup solutions.

Choosing the right solution depends on factors like:
e Recovery Time Objective (RTO): The maximum acceptable time to restore a backup.
e Recovery Point Objective (RPO): The maximum acceptable data loss in case of a failure.
e Data retention requirements: How long the data needs to be retained.
e Cost considerations: The budget for backup and archival.

For frequent backups and fast restores, AWS Backup is a good option. For long-term archival with less
stringent recovery requirements, S3 Glacier is more cost-effective.

Selecting the appropriate service for data migration to storage services

Migrating data to AWS storage services can be a complex process. AWS offers several services to
simplify this process:

e AWS Snow Family (Snowcone, Snowball Edge, Snowmobile): For transferring large amounts
of data offline. Snow devices are physically shipped to you, you load your data onto them,
and then ship them back to AWS. This is suitable for situations where network bandwidth is
limited or unavailable.

e AWS DataSync: For online data transfer between on-premises storage and AWS storage
services. DataSync uses a software agent to efficiently transfer data over the network.

e AWS Transfer Family (AWS Transfer for SFTP, FTPS, and FTP): For secure file transfers using
standard protocols.

e AWS Storage Gateway: As mentioned earlier, Storage Gateway can be used for hybrid cloud
storage scenarios, including data migration.
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Choosing the right service depends on factors like:

e Data volume: The amount of data to be migrated.

e Network bandwidth: The available network bandwidth.

e Migration timeline: The time available for the migration.

e Security requirements: The security requirements for the data transfer.
Selecting the appropriate storage tier

AWS offers several storage tiers within its storage services, each with different performance
characteristics and cost implications. Choosing the right tier is crucial for optimizing storage costs.
Here's a breakdown of the key tiers within Amazon S3 (as it's the most common service discussed in
this context):

e S3 Standard: Designed for frequently accessed data, offering high durability, availability, and
performance. This is the most expensive tier.

e S3 Intelligent-Tiering: Automatically moves data between frequent and infrequent access
tiers based on usage patterns. This tier is good for data with unknown or changing access
patterns. There's a small monthly monitoring and automation fee.

e S3 Standard-IA (Infrequent Access): For less frequently accessed data that still requires rapid
access when needed. Offers lower storage costs than S3 Standard but charges a retrieval
fee.

e S3 One Zone-lA: Similar to S3 Standard-IA but stores data in a single Availability Zone. This
reduces storage costs further but offers lower availability and durability (not recommended
for critical data).

e S3 Glacier Instant Retrieval: For archival data that requires immediate access with
millisecond retrieval times. Lower storage cost than Standard-IA with a retrieval fee.

e S3 Glacier Flexible Retrieval (formerly S3 Glacier): For archival data with retrieval times
ranging from minutes to hours. This is the lowest-cost storage option for archival data.

e S3 Glacier Deep Archive: For long-term archival data that is rarely accessed. Offers the
lowest storage cost but has the longest retrieval times (up to 12 hours).

When selecting a storage tier, consider the following factors:
e Access frequency: How often will the data be accessed?
e Retrieval time: How quickly does the data need to be retrieved?

e Durability and availability requirements: How important is it to protect the data from loss or
unavailability?

e Cost: What is the budget for storage?
Selecting the correct data lifecycle for storage

Data lifecycle management involves defining policies for automatically moving data between
different storage tiers based on its age and access frequency. This can significantly reduce storage
costs by moving older, less frequently accessed data to cheaper tiers.
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S3 Lifecycle policies allow you to:

e Transition objects to different storage classes: Automatically move objects to cheaper tiers
like Standard-IA, One Zone-IA, Glacier Instant Retrieval, Glacier Flexible Retrieval, or Glacier
Deep Archive after a specified period.

e Expire objects: Automatically delete objects after a specified period.

¢ Manage versions: Configure rules for managing different versions of objects.
Example lifecycle rules:

e Move objects to S3 Standard-IA after 30 days.

e Move objects to S3 Glacier Flexible Retrieval after 90 days.

e Permanently delete objects after 365 days.

By implementing appropriate lifecycle policies, you can ensure that data is stored in the most cost-
effective tier throughout its lifecycle.

Selecting the most cost-effective storage service for a workload

AWS offers various storage services, each with its own strengths and weaknesses. Choosing the right
service depends on the specific workload requirements. Here's a quick overview:

e Amazon S3: Object storage for various use cases, including backups, archives, media storage,
and data lakes. Offers different storage tiers for cost optimization.

e Amazon EBS (Elastic Block Storage): Block storage for EC2 instances. Provides high
performance and low latency for workloads that require direct access to block devices.
Different EBS volume types offer varying performance and cost characteristics.

e Amazon EFS (Elastic File System): Network file system for EC2 instances. Provides shared file
storage that can be accessed by multiple instances concurrently.

e Amazon FSx: Managed file systems for specific workloads, such as Windows file servers (FSx
for Windows File Server) and high-performance computing (FSx for Lustre).

e AWS Storage Gateway: Hybrid cloud storage service that connects on-premises software
appliances to AWS storage services.

When choosing a storage service, consider the following factors:

e Data access patterns: How will the data be accessed (e.g., random access, sequential
access)?

e Performance requirements: What are the latency and throughput requirements?

e Durability and availability requirements: How important is it to protect the data from loss or
unavailability?

e Cost: What is the budget for storage?
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4.2: Design cost-optimized compute solutions.
Determining an appropriate load balancing strategy

Load balancing distributes incoming traffic across multiple targets, such as EC2 instances, containers,
or IP addresses. AWS offers several load balancing options:

e Application Load Balancer (ALB) (Layer 7): Operates at the application layer (Layer 7) of the
OSI model. ALB makes routing decisions based on the content of the request, such as HTTP
headers, query strings, and cookies. Key features and use cases:

o HTTP/HTTPS traffic: Ideal for web applications and APlIs.

o Content-based routing: Routes traffic based on the content of the request.
o Path-based routing: Routes traffic based on the URL path.

o Host-based routing: Routes traffic based on the hostname.

o Target groups: Groups of targets that receive traffic from the load balancer.
o WebSockets support: Supports real-time communication protocols.

e Network Load Balancer (NLB) (Layer 4): Operates at the transport layer (Layer 4) of the OSI
model. NLB makes routing decisions based on IP protocol data, such as IP addresses and
ports. Key features and use cases:

o TCP/UDP traffic: Ideal for applications that use TCP or UDP protocols.

o High performance and low latency: Suitable for applications that require high
throughput and low latency.

o Static IP addresses: Provides static IP addresses for the load balancer.
o Elastic IPs: Supports Elastic IPs for greater control over IP addresses.

e Gateway Load Balancer (GWLB): Operates at Layer 3 (Network Layer) and Layer 4 (Transport
Layer). GWLB is designed for deploying and managing virtual appliances, such as firewalls,
intrusion detection and prevention systems (IDS/IPS), and deep packet inspection (DPI)
systems. Key features and use cases:

o Third-party virtual appliances: Enables you to easily integrate third-party network
appliances into your AWS environment.

o Transparent bump-in-the-wire: Inserts appliances in the network path without
requiring changes to application traffic.

o Centralized management: Provides a central point for managing and scaling network
appliances.

Choosing the right load balancer:
e For HTTP/HTTPS traffic and content-based routing, use ALB.
e For TCP/UDP traffic, high performance, and low latency, use NLB.

e For deploying and managing virtual appliances, use GWLB.
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Determining appropriate scaling methods and strategies for elastic workloads

Scaling allows you to adjust the compute capacity of your application based on demand. AWS offers
two main scaling methods:

e Horizontal Scaling (Scaling Out/In): Adds or removes instances to handle changes in traffic.
This is the most common and preferred method for scaling in the cloud. Key advantages:

o High availability: Distributes traffic across multiple instances, improving fault
tolerance.

o Elasticity: Easily scales up or down based on demand.
o Cost-effective: Only pay for the resources you use.

e Vertical Scaling (Scaling Up/Down): Changes the size of an existing instance (e.g., changing
from a t3.medium to a t3.large). Key use cases:

o Applications that cannot be easily distributed: Some applications are not designed
to run on multiple instances.

o Short-term performance boosts: Can be used for temporary increases in
performance.

Scaling Strategies:
e Manual Scaling: Manually adjusting the number of instances or instance size.

e Automatic Scaling: Automatically adjusting the number of instances based on metrics like
CPU utilization, network traffic, or request count. AWS Auto Scaling provides this
functionality.

o Target tracking scaling: Maintains a target value for a specific metric.

o Step scaling: Adds or removes a specific number of instances based on metric
thresholds.

o Scheduled scaling: Scales instances based on a predefined schedule.
EC2 Hibernation:

Hibernation allows you to stop and start EC2 instances while preserving their in-memory state
(RAM). This can be useful for:

e Long-running processes: You can pause and resume long-running computations without
losing progress.

e Cost savings: You only pay for storage while the instance is hibernated.
Cost Optimization considerations:
e Right-sizing: Choose the appropriate instance types and sizes for your workloads.

¢ Reserved Instances (RIs): Provide significant discounts compared to On-Demand instances
for steady-state workloads.

e Savings Plans: Offer flexible pricing models for compute usage, similar to Rls.
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e Spot Instances: Offer steep discounts compared to On-Demand instances for fault-tolerant
workloads.

e Auto Scaling: Automatically adjust the number of instances to match demand, minimizing
wasted resources.

Determining cost-effective AWS compute services with appropriate use cases

AWS offers a variety of compute services, each with its own pricing model and suitable use cases.
Choosing the right service is crucial for optimizing costs. Here's a breakdown of some key services:

e AWS Lambda: A serverless compute service that lets you run code without provisioning or
managing servers. You pay only for the compute * time consumed, making it highly cost-
effective for event-driven workloads, background tasks, and APls with variable traffic.

o Use Cases: Processing data uploads to S3, responding to changes in DynamoDB
tables, building serverless APls, running scheduled tasks.

o Cost Optimization: Pay-per-use pricing, no idle costs.

e Amazon EC2 (Elastic Compute Cloud): Provides virtual servers in the cloud, offering a wide
range of instance types with different CPU, memory, and storage configurations. EC2 offers
various purchasing options to optimize costs:

o On-Demand Instances: Pay for compute capacity by the hour or second, with no
long-term commitments. Suitable for short-term workloads, unpredictable
workloads, or initial development.

o Reserved Instances: Provide a significant discount compared to On-Demand
Instances in exchange for a 1-year or 3-year term commitment. Suitable for steady-
state workloads with predictable usage.

o Savings Plans: Offer flexible pricing models with lower costs compared to On-
Demand Instances, with commitments to a consistent amount of compute usage
(measured in S/hour). Savings Plans are more flexible than Reserved Instances, as
they apply to various instance families and AWS regions.

o Spot Instances: Offer steep discounts (up to 90% off On-Demand prices) for spare
EC2 capacity. Suitable for fault-tolerant workloads that can be interrupted, such as
batch processing, data analysis, and testing.

o Dedicated Hosts: Provide dedicated physical servers for your EC2 instances. Suitable
for workloads with strict regulatory or licensing requirements.

o Cost Optimization: Right-size instances, use appropriate purchasing options
(Reserved Instances, Savings Plans, Spot Instances), stop unused instances.

o AWS Fargate: A serverless compute engine for containers. You don't need to manage EC2
instances; Fargate handles the underlying infrastructure. You pay for the vCPU and memory
resources consumed by your containers.

o Use Cases: Running containerized applications, microservices, and batch jobs.

o Cost Optimization: Pay-per-use pricing, no infrastructure management overhead.
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Determining the required availability for different classes of workloads

Availability refers to the percentage of time a system is operational and accessible. Different
workloads have different availability requirements, which impact the cost of the solution.

e Production Workloads: These are critical applications that directly impact business
operations and customer experience. They typically require high availability (e.g., 99.99% or
higher) to minimize downtime.

o Cost Implications: Achieving high availability often involves deploying resources
across multiple Availability Zones, using load balancing, and implementing
redundancy. This can increase costs but is necessary to ensure business continuity.

¢ Non-Production Workloads: These include development, testing, and staging environments.
They typically have lower availability requirements than production workloads.

o Cost Implications: You can use less expensive instance types, Spot Instances, and
single Availability Zones to reduce costs. You can also schedule these environments
to run only when needed.

Here's a table summarizing the relationship between workload type, availability, and cost
implications:

Workload

Availability Requirement |[Cost Implications
Type

Higher costs due to redundancy, multiple Availability
Production [|High (e.g., 99.99%) Zones, load balancing, and potentially more expensive
instance types.

Lower costs due to the use of Spot Instances, single

Non- Low to Moderate (e.g., o .
(eg Availability Zones, less expensive instance types, and

Production {|95% to 99.9%)

scheduling.
Batch Variable (Can be tolerant ||Use Spot Instances whenever possible for significant cost
Processing |[to interruptions) savings. Design for fault tolerance and restart capabilities.

Selecting the appropriate instance family for a workload

AWS offers a wide variety of EC2 instance families, each designed for different types of workloads.
Here's a breakdown of the main families:

e General Purpose (M instances): Balanced compute, memory, and networking resources.
Suitable for a wide range of workloads, such as web servers, application servers, and small
databases.

o Example: m5.large, m6g.medium

e Compute Optimized (C instances): High CPU performance. Ideal for compute-intensive
applications, such as batch processing, media transcoding, and high-performance computing.

o Example: c5.xlarge, c6i.2xlarge
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¢ Memory Optimized (R, X instances): Large amounts of memory. Well-suited for memory-
intensive applications, such as in-memory databases, data analytics, and high-performance
databases.

o Example: r5.2xlarge, x2gd.large

e Storage Optimized (I, D instances): High disk throughput and IOPS. Designed for applications
that require high-speed access to large amounts of data, such as NoSQL databases, data
warehousing, and distributed file systems.

o Example: i3.xlarge, d2.8xlarge

e Accelerated Computing (P, G, F instances): Use hardware accelerators (GPUs, FPGAs) to
accelerate specific workloads, such as machine learning, graphics rendering, and video
encoding.

o Example: p3.2xlarge, g4dn.xlarge
Selecting the appropriate instance size for a workload

Within each instance family, there are different instance sizes that offer varying amounts of resources
(CPU, memory, storage, network). Choosing the right size is crucial for cost optimization.

Here's how to approach instance size selection:

1. Start with a benchmark: Begin with a small instance size and monitor its performance under
a typical workload.

2. Monitor resource utilization: Use CloudWatch metrics to track CPU utilization, memory
usage, network traffic, and disk 1/0.

3. Right-size based on utilization: If resources are consistently underutilized, downsize to a
smaller instance. If resources are consistently overutilized, upsize to a larger instance.

4. Consider burstable performance: Some instance types (e.g., T instances) offer burstable
performance, which allows them to handle short bursts of high CPU utilization. These can be
cost-effective for workloads with variable CPU demands.

Cost Optimization Strategies
e Use the right pricing model:

o On-Demand: Pay for compute capacity by the hour or second, with no long-term
commitments. Suitable for short-term workloads or unpredictable workloads.

o Reserved Instances: Provide a significant discount compared to On-Demand pricing
in exchange for a 1-year or 3-year commitment. Ideal for steady-state workloads.

o Savings Plans: Offer flexible pricing with lower costs compared to On-Demand, with
commitments for 1 or 3 years. Savings Plans apply to EC2, Lambda, and Fargate
usage.

o Spot Instances: Allow you to bid on spare EC2 capacity at significantly discounted
prices. Suitable for fault-tolerant workloads that can handle interruptions.
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e Use Auto Scaling: Automatically adjust the number of EC2 instances based on demand. This
ensures that you only pay for the resources you need.

e Stop unused instances: Terminate instances when they are not in use to avoid unnecessary
costs.

e Use AWS Cost Explorer: Analyze your AWS spending and identify opportunities for cost
optimization.

Example

Let's say you have a web application with the following characteristics:
e Moderate CPU utilization
e Moderate memory requirements
e Consistent traffic patterns

In this case, a general-purpose instance family (M instances) would be a good starting point. You
could start with an m5.large instance and monitor its performance. If you find that CPU utilization is
consistently below 30%, you could downsize to an m5.medium instance to save costs. Additionally,
you could purchase Reserved Instances or Savings Plans to further reduce costs for the consistent
workload.

4.3: Design cost-optimized database solutions.
Designing appropriate backup and retention policies (for example, snapshot frequency)

Backups are crucial for data protection and disaster recovery. Designing appropriate backup and
retention policies is essential for minimizing costs while ensuring data availability.

e Snapshots: Incremental backups that capture the state of your database at a specific point in
time. Snapshots are stored in Amazon S3, which offers durable and cost-effective storage.

e Backup frequency: How often you create snapshots. More frequent snapshots provide finer-
grained recovery points but increase storage costs. The appropriate frequency depends on
the Recovery Point Objective (RPO) of your application.

e Retention policy: How long you retain snapshots. Longer retention periods provide more
recovery options but also increase storage costs. The appropriate retention policy depends
on regulatory requirements and business needs.

Cost optimization strategies for backups:

e Automated backups: Use automated backup features provided by AWS database services to
simplify backup management and reduce operational costs.

¢ Snapshot lifecycle management: Use lifecycle policies to automatically delete old snapshots
based on your retention policy.

e Copying snapshots to lower-cost storage: Consider copying less frequently accessed
snapshots to Amazon S3 Glacier for long-term archival at a lower cost.

Determining an appropriate database engine (for example, MySQL compared with PostgreSQL)
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Choosing the right database engine is crucial for performance and cost. Different engines have
different strengths and weaknesses.

e MySQL: A popular open-source relational database management system (RDBMS). MySQL is
known for its ease of use, performance, and scalability. It's suitable for a wide range of
applications, including web applications, e-commerce platforms, and content management
systems.

e PostgreSQL: Another popular open-source RDBMS known for its advanced features, data
integrity, and extensibility. PostgreSQL is suitable for complex data modeling, transactional
applications, and data warehousing.

Factors to consider when choosing a database engine:

e Workload characteristics: The type of queries, data volume, and transaction rate will
influence the choice of engine.

e Data consistency requirements: PostgreSQL offers stronger data consistency guarantees
than MySQL.

e Features and extensions: PostgreSQL offers a wider range of features and extensions
compared to MySQL.

e Cost: Both MySQL and PostgreSQL are available as managed services on Amazon RDS, with
different pricing models.

Determining cost-effective AWS database services with appropriate use cases (for example,
DynamoDB compared with Amazon RDS, serverless)

AWS offers a variety of database services, each with its own strengths and weaknesses. Choosing the
right service is crucial for cost optimization.

e Amazon RDS (Relational Database Service): A managed service that makes it easy to set up,
operate, and scale relational databases like MySQL, PostgreSQL, Oracle, SQL Server, and
MariaDB. RDS is suitable for applications that require structured data and ACID properties.

e Amazon DynamoDB: A fully managed NoSQL database service that provides fast and
predictable performance with seamless scalability. DynamoDB is suitable for applications
that require high throughput, low latency, and flexible schema.

e Serverless options (Aurora Serverless, DynamoDB On-Demand): These options
automatically scale compute capacity based on application demand, allowing you to pay only
for what you use. They are suitable for workloads with variable traffic patterns.

Use case considerations:
e Relational data and ACID properties: Amazon RDS is the appropriate choice.

e High throughput, low latency, and flexible schema: Amazon DynamoDB is the appropriate
choice.

e Variable workloads and cost optimization: Serverless options are worth considering.

Cost optimization strategies for database services:
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e Right-sizing: Choose the appropriate instance size for your database based on your workload
requirements.

e Reserved Instances (Rls) or Savings Plans: For steady-state workloads, Rls or Savings Plans
can provide significant cost savings compared to on-demand instances.

e Serverless options: For variable workloads, serverless options can help you avoid paying for
idle capacity.

e Storage optimization: Choose the appropriate storage type and size based on your data
volume and performance requirements.

Determining cost-effective AWS database types (for example, time series format, columnar format)

AWS offers a range of database services, each with its own strengths and cost characteristics.
Choosing the right database type is crucial for cost optimization. Here's a breakdown based on data
formats and common use cases:

e Relational Databases (Row-based):

o Amazon RDS (Relational Database Service): Supports various database engines like
MySQL, PostgreSQL, MariaDB, Oracle, SQL Server. Suitable for transactional
workloads with consistent data relationships. Cost is based on instance size, storage,
I/0, and data transfer. Consider reserved instances or savings plans for significant
cost reductions on steady-state workloads.

o Amazon Aurora: A MySQL and PostgreSQL-compatible database service that offers
significantly improved performance and availability compared to standard MySQL
and PostgreSQL. Aurora offers serverless options (Aurora Serverless v1 and v2) for
cost optimization on variable workloads.

e NoSQL Databases (Non-relational):

o Amazon DynamoDB: A fully managed NoSQL database service that provides
extremely low latency and high scalability. Cost is based on read/write capacity units,
storage, and data transfer. DynamoDB offers on-demand and provisioned capacity
modes. On-demand is suitable for unpredictable workloads, while provisioned
capacity is better for predictable workloads with consistent throughput
requirements. Consider auto scaling for provisioned capacity to further optimize
costs.

o Amazon DocumentDB (with MongoDB compatibility): A fully managed document
database service that is compatible with MongoDB workloads. Cost is based on
instance size, storage, and 1/0.

o Amazon Keyspaces (for Apache Cassandra): A scalable, highly available, and
managed Apache Cassandra-compatible database service. ! Cost is based on
read/write capacity units, storage, and data transfer.

e Data Warehousing (Columnar):

o Amazon Redshift: A fully managed data warehouse service optimized for analytical
queries on large datasets. Columnar storage allows for efficient data compression
and faster query performance. Cost is based on node type, number of nodes, and

pg. 47




SKILLCERTPRO

storage. Consider using Redshift Spectrum to query data directly in S3 without
loading it into Redshift for cost optimization on infrequently accessed data.

e Time Series Databases:

o Amazon Timestream: A fully managed time series database service optimized for
storing and querying time-stamped data. Cost is based on writes, storage, and
queries. Timestream offers automatic scaling and serverless options for cost
optimization.

e Graph Databases:

o Amazon Neptune: A fully managed graph database service that supports both
property graph and RDF data models. Cost is based on instance size, storage, and
/0.

Choosing the right database type based on data format:
e Time Series Format: Amazon Timestream is the most cost-effective option.

e Columnar Format (Analytical Queries): Amazon Redshift is the best choice for large-scale
data warehousing. For smaller-scale analytics, consider using Amazon Athena to query data
directly in S3.

e Relational Data (Transactional Workloads): Amazon RDS or Amazon Aurora. Aurora
Serverless is a good option for variable workloads.

e Key-Value or Document Data (High Throughput, Low Latency): Amazon DynamoDB.
e Graph Data (Relationships between Data): Amazon Neptune.
Migrating database schemas and data to different locations and/or different database engines

Migrating databases can be complex and costly. Careful planning and execution are essential for a
successful migration. AWS provides several tools and services to simplify the migration process:

e AWS Database Migration Service (DMS): This service helps you migrate databases to AWS
quickly and securely. DMS supports various source and target databases, including both
relational and NoSQL databases. DMS can perform both homogeneous migrations (e.g.,
Oracle to Oracle) and heterogeneous migrations (e.g., Oracle to Amazon Aurora).

e AWS Schema Conversion Tool (SCT): This tool helps you convert database schemas from one
database engine to another. SCT can convert schemas from Oracle, SQL Server, MySQL, and
other database engines to Amazon Aurora, Amazon Redshift, and other AWS database
services.

Cost Considerations during Migration:

e DMS costs: DMS charges based on the amount of data transferred and the duration of the
migration.

e Storage costs: You'll incur storage costs for both the source and target databases during the
migration.

e Compute costs: If you need to use EC2 instances for migration tasks, you'll incur compute
costs.

pg. 48




SKILLCERTPRO

e Downtime costs: Minimize downtime during the migration to avoid business disruption and
associated costs.

Strategies for cost optimization:
e Right-sizing instances: Choose appropriate instance sizes for your database workloads.

e Using reserved instances or savings plans: For steady-state workloads, reserved instances or
savings plans can provide significant cost savings.

e Using spot instances (for non-critical workloads): Spot instances can offer significant cost
savings, but they can be interrupted with short notice.

e Using serverless options: Aurora Serverless and DynamoDB on-demand offer cost
optimization for variable workloads.

e Optimizing storage: Use appropriate storage types and compression techniques to minimize
storage costs.

¢ Monitoring database performance: Regularly monitor database performance and identify
areas for optimization.

4.4: Design cost-optimized network architectures.
Configuring appropriate NAT gateway types for a network

NAT (Network Address Translation) gateways allow instances in private subnets to connect to the
internet or other AWS services without having public IP addresses. However, different configurations
have different cost implications.

¢ Single shared NAT gateway: Deploying a single NAT gateway in one Availability Zone (AZ) for
all private subnets in your VPC is the simplest and often the cheapest option for smaller
workloads or non-critical applications. However, it creates a single point of failure. If that AZ
becomes unavailable, instances in other AZs will lose internet connectivity. Also, all traffic
from all AZs will be routed through that single NAT gateway, which can create a bottleneck
for high-traffic applications.

e NAT gateways for each Availability Zone: Deploying a NAT gateway in each AZ provides high
availability and fault tolerance. If one AZ becomes unavailable, instances in other AZs can still
access the internet through their respective NAT gateways. This configuration is
recommended for production workloads and applications that require high availability.
However, it's also more expensive because you're paying for multiple NAT gateways.

¢ NAT Instance: An older method of providing NAT, using an EC2 instance configured to
perform NAT. This gives you more control, but it requires more management overhead and is
generally less cost-effective and less performant than NAT Gateways. AWS recommends
using NAT Gateways over NAT Instances.

Cost considerations for NAT gateways:
e Hourly usage: You are charged for each hour that a NAT gateway is provisioned and available.

e Data processing: You are charged for each GB of data processed by the NAT gateway.
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e Data transfer out: You are charged for data transferred out of the NAT gateway to the
internet.

Configuring appropriate network connections

Connecting your on-premises network or other external networks to your AWS environment requires
careful consideration of cost and performance. AWS offers several options:

e Internet: Connecting to AWS over the public internet is the simplest and often the cheapest
option for smaller workloads, development environments, or applications that don't require
high bandwidth or low latency. However, internet connections are less reliable and less
secure than dedicated connections.

e VPN (Virtual Private Network): AWS VPN allows you to establish secure, encrypted
connections between your on-premises network and your VPC over the internet. VPN is a
good option for workloads that require secure connectivity but don't require extremely high
bandwidth or low latency. VPN connections are generally more expensive than internet
connections but less expensive than Direct Connect.

e AWS Direct Connect: This service enables you to establish dedicated network connections
between your on-premises network and AWS. Direct Connect provides higher bandwidth,
lower latency, and more consistent network performance compared to VPN or internet
connections. Direct Connect is the most expensive option but is suitable for mission-critical
applications that require high performance and reliability.

Cost considerations for network connections:

e Data transfer: You are charged for data transferred in and out of AWS, depending on the
connection type and region.

e Port hours (Direct Connect): You are charged an hourly rate for each Direct Connect port.
e VPN connection hours: You are charged an hourly rate for each VPN connection.
Choosing the right network connection:
The choice of network connection depends on several factors, including:

e Bandwidth requirements: How much data needs to be transferred between your on-
premises network and AWS?

e Latency requirements: How sensitive is your application to network latency?

e Security requirements: How important is it to have a secure connection between your on-
premises network and AWS?

e Budget: How much are you willing to spend on network connectivity?
Configuring appropriate network routes to minimize network transfer costs

Data transfer costs within AWS vary depending on the location of the source and destination.
Understanding these costs is crucial for optimizing your network architecture.

e Region to Region: Data transfer between different AWS Regions incurs costs. These costs can
be significant, especially for large volumes of data. Minimize cross-region traffic whenever
possible by keeping resources that need to communicate closely within the same Region.
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¢ Availability Zone (AZ) to Availability Zone: Data transfer between Availability Zones within
the same Region also incurs costs, although these are generally lower than cross-region
transfer costs. Design your applications to minimize cross-AZ traffic by placing resources that
need to communicate frequently within the same AZ. For high availability, ensure you have
redundancy in multiple AZs, but try to optimize communication within each AZ.

e Private to public: Data transfer between private IP addresses (within your VPC) and public IP
addresses (outside your VPC) incurs costs. If you need to access public services from within
your VPC, consider using NAT gateways or NAT instances, which can help reduce costs by
sharing a smaller number of public IP addresses. However, for services offered within AWS,
VPC endpoints are generally a better approach.

e VPC endpoints: VPC endpoints allow you to connect to supported AWS services (like S3,
DynamoDB, and others) and AWS Marketplace partner services privately, without traversing
the public internet. This avoids data transfer costs and improves security. There are two

types:

o Interface endpoints: These are elastic network interfaces (ENIs) within your subnets,
providing private connectivity to the service.

o Gateway endpoints: These are gateways that are attached to your route tables,
providing private connectivity to S3 and DynamoDB.

e AWS Global Accelerator: Global Accelerator improves the performance of your applications
for a global audience by routing traffic through AWS's global network. While it adds a small
hourly fee and data transfer out charges, it can reduce overall costs in some scenarios. For
example:

o If you have users accessing your application from around the world, Global
Accelerator can reduce latency and improve performance, which can lead to better
user engagement and potentially higher revenue.

o It can also help reduce data transfer costs by optimizing the routing of traffic across
the AWS network. This can be especially beneficial if you are transferring large
amounts of data between different Regions.

Determining strategic needs for content delivery networks (CDNs) and edge caching

CDNss like Amazon CloudFront can significantly reduce data transfer costs and improve application
performance by caching content closer to users.

e CDNs (Content Delivery Networks): CDNs store copies of your content (e.g., images, videos,
static web pages) in edge locations around the world. When a user requests content, the
CDN serves it from the closest edge location, reducing latency and improving performance.

e Edge caching: Caching content at edge locations also reduces data transfer costs by
minimizing the need to retrieve content from your origin servers. This can be especially
beneficial for frequently accessed content.

When determining the need for a CDN, consider the following:

e Geographic distribution of your users: If your users are located around the world, a CDN can
significantly improve performance and reduce costs.
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e Type of content: CDNs are most effective for static content that doesn't change frequently.

e Frequency of content access: If your content is accessed frequently, caching it at edge
locations can significantly reduce costs.

Reviewing existing workloads for network optimizations

Regularly reviewing existing workloads is crucial for identifying potential cost savings in your network
architecture. Here are some key areas to consider:

e Data transfer costs: Analyze data transfer patterns within AWS, between AWS regions, and
between AWS and the internet. Look for opportunities to reduce data transfer costs by:

o Co-locating resources: Placing resources that communicate frequently in the same
Availability Zone or AWS region.

o Using VPC endpoints: For accessing AWS services like S3 and DynamoDB from within
your VPC without traversing the internet. This reduces data transfer costs and
improves security.

o Compressing data: Compressing data before transferring it can reduce the amount
of data transferred and thus the cost.

e Elastic IP addresses: Review unused Elastic IP addresses and release them to avoid charges.

¢ Network traffic patterns: Analyze network traffic patterns to identify bottlenecks or
inefficient routing. Consider using tools like VPC Flow Logs to gain insights into network
traffic.

e VPN connections: Evaluate the utilization of VPN connections. If a VPN connection is
consistently underutilized, consider downsizing it or consolidating multiple connections.

¢ Direct Connect connections: Review the bandwidth utilization of Direct Connect
connections. If the connection is consistently underutilized, consider downsizing it or using a
VPN connection instead.

¢ NAT Gateway Usage: NAT Gateways charge per GB of data processed. Evaluate if NAT
instances might be a more cost-effective solution for workloads with predictable traffic
patterns.

Selecting an appropriate throttling strategy

Throttling is a technique used to control the rate of network traffic. It can be used to prevent
overload on network resources and to manage costs. Here are some key considerations for selecting
an appropriate throttling strategy:

e Identify bottlenecks: |dentify potential bottlenecks in your network architecture. This could
be a specific network device, a network connection, or an application.

e Choose the right throttling mechanism: AWS offers several throttling mechanisms, including:

o Network ACLs (NACLs): Can be used to block or allow traffic based on IP addresses
and ports.

o Security Groups: Act as virtual firewalls for EC2 instances and can be used to control
inbound and outbound traffic.
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o AWS WAF: Can be used to protect web applications from malicious traffic and can
also be used for rate limiting.

o APl Gateway throttling: Can be used to control the rate of APl requests.

e Set appropriate limits: Set throttling limits based on the capacity of your network resources
and the needs of your applications.

¢ Monitor and adjust: Monitor the effectiveness of your throttling strategy and adjust the
limits as needed.

Throttling can help you avoid unexpected cost spikes due to sudden traffic increases, especially with
services that charge based on data transfer or requests.

Selecting the appropriate bandwidth allocation for a network device (for example, a single VPN
compared with multiple VPNs, Direct Connect speed)

Choosing the right bandwidth allocation for network devices is crucial for balancing cost and
performance. Here are some key considerations:

¢ VPN connections:

o Single VPN: A single VPN connection can be sufficient for low to medium bandwidth
requirements. However, it represents a single point of failure.

o Multiple VPNs: Multiple VPN connections can provide higher bandwidth and
redundancy. However, they are more expensive.

o Consider the aggregate bandwidth: If you need high aggregate bandwidth, multiple
VPN connections might be more cost-effective than a single very high bandwidth
connection.

e Direct Connect:

o Direct Connect speed: Choose the appropriate Direct Connect speed based on your
bandwidth requirements. Direct Connect offers various speeds, from 1 Gbps to 100
Gbps.

o Direct Connect locations: Choose a Direct Connect location that is geographically
close to your on-premises network to minimize latency.

o Direct Connect redundancy: For high availability, consider using multiple Direct
Connect connections in different locations.

o Traffic patterns: Analyze your network traffic patterns to determine the required bandwidth.
Consider peak traffic periods and future growth.

e Cost vs. performance: Balance the cost of higher bandwidth with the performance
requirements of your applications.

Example: If you have a consistent need for 500 Mbps of bandwidth between your on-premises
network and AWS, you might consider two 500 Mbps VPN connections for redundancy. This could be
more cost-effective than a single 1 Gbps Direct Connect connection if your utilization is consistently
below 1 Gbps. However, if you anticipate significant growth beyond 1 Gbps in the near future,
starting with a Direct Connect connection might be a better long-term strategy.
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